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Executive Summary SCOTT

1 EXECUTI VE SUMMARY

This document describes what is achieved in the third iteration of WP21 with reference to the
scenarios specified in D21.5 [1]. In order to make this document better readable for a wider public,
the use case descriptions and architecture diagrams have been copied from previous documents in
the introduction of sections 2 and 3.

The Assisted Living and Community Care System (ALCCS) use case description at the start of the
second iteration (D21.3 [3]) has been refined with new insights obtained during the implementation
phase of that iteration (D21.4 [4]) mainly in order to improve robustness and user friendliness. The
2" yse case for Emergency department, equipment and patient tracking has been worked out in
further detail and includes preparations for a pilot in the Emergency Department of a hospital.

Generally speaking, the focus in this 3" iteration of WP21 has been on investigating for further
deployment of the scenarios, techniques and devices as applied in the use-case demonstrator(s).
Furthermore, this 3™ iteration aimed to gain more in-depth technology insights (e.g. network slicing,
LPWAN, Real Time Locating Systems, Multimodal Positioning Systems), and generally knowledge
that can be disseminated in follow-up projects and products.

Keywords: healthcare, elderly care, 10T, IoMT, context derivation, access control, Direct-to-Cloud,
LPWAN, 5G, LoRa, NB-loT, Cat-M1, localization, RTLS, MPS, FHIR, diabetes monitoring,
ambulatory patient monitoring, SABAC, network slicing, sensor fusion.
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Objectives SCOTT

2 OBBECTI VES

The objectives of the deliverable, the work package, and the link to the overall SCOTT objectives
have been stated in D21.1 [3]. A total of three iterations were planned throughout the course of
SCOTT to reach these objectives. The main objectives have been achieved as indicated below:

9 Provide a solution for secure trust-based delegation in assisted living and community care.
This has been solved using an architectural model in which elderly or patient data is kept on
premise and separated from caregiver data in the cloud. Only in case when really needed (for
example an emergency event) the required data is provided to selected caregiver(s). A novel
aspect of this solution is that the most appropriate Caregiver is selected based on the actual
context of the resident, whereas present-day solutions patch the resident through to a centralized
call center.

1 Provide solution for automated context derivation for resident as well as potential
responders. This was achieved a.o. by the combined use of various wirelessly connected
sensors monitoring the residentds home, as
wellbeing (specifically fall detection) and supporting geolocation and attribute based access
control to select the most appropriate responder. In the 3 iteration these topics have been
investigated for further improvements.

1 Realize a demonstrator integrating the abovementioned trust-based delegation and automated
context derivation functionalities, which showcases the combined functionality supporting the
use case and therefore enabling validation of the concept from an end-user perspective. This
demonstrator was already made in the 1% iteration, improved and extended upon in the 2"
iteration and further investigated for wider deployment in the 3' iteration.

2.1 Use Cases

As discussed in D21.5 [1] for this third iteration, two different use cases have been identified i
Assisted Living and Community Care (ALCSS) and Emergency Department Equipment and Patient
Tracking 7 which are described successively in Sections 3 and 4.

Specific technical requirements such as sensor data rates, sampling frequencies, latency, and
reliability have not been listed for the ALCCS as they may differ for specific applications and sensor
types. For example, the requirements for Emergency Department Equipment and Patient Tracking
have been identified as listed in Table 1.

PU (public) | 1.0 | Final Page 8|45
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Assisted Living and Community Care Use Case SCOTT

3 ASSI STED LI VI NG AND COMMUNI TY

This section describes the main body of work achieved by WP21 during the third iteration on the
ALCCS. In Section 3.1, a brief recap of the context and purpose of the ALCCS is given.
Subsequently, Section 3.2 updates the system architecture description from D21.5 [1]. Finally, in
Section 3.3, the actual achievements to date of WP21 partners are detailed out.

3.1 Context of the Use Case

This use case is about an integrated ALCCS for elderly monitoring and caregiver notification in case
of emergency events. The primary goal of this system is to do reliable fall detection and sent an
alarm event to available caregiver(s) when needed. A selected caregiver is then temporarily granted
access to the elderly home for help. This demonstrator also supports a glucose monitoring system
for diabetes patients as described in D21.3 [5]. Optionally the system may be extended with other
healthcare related monitoring functions (for example vital signs). This integrated ALCCS
demonstrator was build and tested by various partners as listed in 3.3 in the 1%t and 2" iteration of
this WP. A 5G network slicing based solution for the ALCSS has also been investigated. Careful
considerations have been made with respect to architecture, technologies and standards to provide
a demonstrator that is expected to be secure, trustable, and expandable.

3.2 High Level Architecture of the Use Case Components

The final ALCCS architecture is shown below for reference. The elderly Ul device is a wearable
device that performs fall detection using an accelerometer. It also has a panic button for urgent help
requests. The positioning systems are ceiling mounted devices monitoring presence and fall
detection based on positional changes. The monitoring signals are combined in the on-premise
Elderly Context Deviation (ECD) that may send an incident event to the caregiver selection logic to

CAF

involve a caregiver, which is temporarily granted accesst o t he el der |l y6s home v

access Control function.
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Assisted Living and Community Care Use Case SCOTT
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Figure 1: Use case architecture of the ALCCS with mapping to SCOTT Technical Building Blocks
(BB).

3.2.1 SCOTT reference architecture

The implementation of the SCOTT reference architecture in ALCCS is presented and described
using two different, complementary perspectives i the layered entity model and the physical entity
model. There are no changes in the ALCCS physical entity model as shown in D21.5 [1] (section
3.2). The layered entity model of the ALCCS implementation has been updated in correspondence
with the latest SCOTT reference architecture [6] as shown below.
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Figure 2: Updated Layered entity model.

3.2.2 Security scan

A step by step Security classification methodology has been prepared by BB26.F by defining the
concepts and levels of connectivity, protection, exposure and impact of successful cyber-attack as
the components of the security classes [7]. The connectivity levels (C1-C5) have been defined from
a completely isolated system to distributed systems with public infrastructure. The protection level
(P1-P5) requirements have been also determined based on protection criteria and security
functionality. Based on connectivity and protection levels, the level of exposure (E1-E5) is calculated.
Then by identifying the level of the impact of successful cyber-attacks and calculated exposure, the
security class (A-F) can be achieved.

The ElderlyUl component of Assisted Living and Community Care Architecture (ALCCS) will be
analysed according to this method. The results of this analysis result in a security classification (A-
F) and also shows which specific security aspects of a device should be improved in order to achieve
a better security class.

3.2.3 Privacy labelling

An assessment of the ALCCS use-case has been used as input for a whitepaper on Increase User
Trust for a Bigger Market of Digital Technologies [8] from BB.26.G (WP26).

3.3 Achievements
This section zoomsino n  p a rtéchneal acllievements during this third iteration. The following

subsections describe the status of the integrated Assisted Living and Community Care System
(ALCCS) demonstrator and related future extensions.
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Assisted Living and Community Care Use Case SCOTT

3.3.1 TU/e

TU/e dedicated the efforts towards developing a federated learning framework to simulate machine
learning on-the-edge. The Internet of things (IoT) devices generate a vast amount of unlabelled data
that can be utilized for training machine learning models. Currently, machine learning models are
developed with user data that are aggregated in a centralized system. However, current systems
cannot keep up with aggregating an ever-increasing amount of data. Besides, storing user data in a
central location is raising privacy concerns. Therefore, a privacy-preserving, distributed machine
learning technique is known as Federated Learning (FL), is gaining popularity. FL has been used
effectively in supervised learning use cases, where labels can be generated implicitly based on user
interaction. Annotating the data through explicit user labelling is undesirable in several cases (e.g.,
sensor analytics), which is required for learning supervised models. The end-users are not motivated
to label without provision of adequate rewards, are not available on-demand, and have the potential
to introduce faulty labels due to fatigue or malignancy and raise privacy concerns.

Unsupervised Feature Management
Learning Routine Level
B “Globalmodel | T =
— parameters, —
train config - Processing
Federated Averaging Level
Server
________________________________________________________ =
Global model Local model M
parameters, parameters
train config update - Networking
. Level
Train Request
Dispatcher

Figure 3: Overview of the logical layers in federated learning system.

An approach for utilizing unlabeled data in FL setting is presented for developing deep learning
models through self-supervision [9]. For this purpose, a system was designed that manages training,
neural network architecture selection, client availability, and other configuration details for achieving
distributed learning. The high-level overview of the system design is illustrated in Figure 2. For
learning a model from unlabeled input, auto-encoders and transformation prediction networks are
utilized [5]. The features are learned from entirely unlabeled input in a federated setting and used for
solving end-task of interest (i.e., activity detection) in a centralized environment. The entire learning
flow is provided in Figure 3. This method achieves performance that is close to fully supervised
models, i.e., when entire labeled data is available for learning models in an end-to-end manner.
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Figure 4. Unsupervised representation learning in federated context.

Furthermore, to improve the Elderly Context Derivation (ECD) system, progress was made towards
the integration of QGIUthE Positindsystem at Tl/e anGits intedraition will be
achieved based on the feasibility of the generated data to improve the ALCSS demonstrator in the
remaining period.

3.3.2 PRE

For the 3 iteration PRE explored the following topics w.r.t. to the deployment of the elderlyUl:
1. Easy device to network commissioning to support large-scale deployment of loT devices

2. HL7/FHIR standard based device registration and observation reporting to support patient
monitoring applications.

3. Cellular (NB-IOT and CAT-M1) based connectivity (instead of LoRa) of the ElderlyUl to
support global device operation.

4. Real Time Locating System (RTLS) technologies to support (indoor) localization for device
(i.e. elderly/patient) tracking in emergency cases.

Each of these explorations is described in more detail in the following subsections.

3.3.2.1 Lora Device Commissioning and Security

The current ElderlyUl in the ALCCS demo network setup is based on LoRa Activation By
Provisioning (ABP) which is more simple but possibly less secure because of the use of static keys
for data encryption. For large scale deployments it is recommended to use Over The Air Activation
(OTAA) because device activation on the network will be confirmed and the session keys will be
renewed for each activation. Figure 5 shows how the Elderly Ul in the ALCCS demonstrator will be
connected to the cloud when using OTAA. The connection consists of 3 stages:

1. ALoRaconnection from the IoT device to the network server via one or more LoRa gateways.
This connection setup requires an IoT device unique identifier (DevEUI), a network server
unique identifier (AppEUI) and an application specific key (AppKey).
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2. An internet connection from the LoRA network server to an Amazon Web Service (AWS).
This connection setup requires an application Specific Identifier (AS_ID) and an Application
Specific Key (ASKEY).

3. An internet connection from AWS to the ECD using a RabbitMQ message broker. This
connection setup requires TLS certificate(s) exchange and a user/password authentication.

Using OTAA instead of ABP for the device will not change the 2" and 3™ connection setup.

o) Py
. . T 1 A json :
& o R e o | S8 @) L Rabhit

= p LORE A API Lambd:
Elderly Ul & kpn Gateway function Message Broker
LoRa gateways Network | Server AWS Application Server
Network |Configuration |
DevEUI (8] ) N URL > AWS
devices. \) :

APpEUI (KPN) [8] S eSSV, 0)))'I]J»Th |ﬂ9PO rk |—— AsKeY (random) [16]

AppKey [16] )/ wireless AS_ID = you.name.it
LoRaWAN 1.1 HTTPS post (of JSON) >< AMQP >
OTAA activation TLS v1.2 certificate(s) TLS v1.2 certificate(s)
AES-128 encryption SHA-256 token authentication  User+password authentication
4 bytes MIC
16 bits CRC

Figure 5: Connectivity chain for LoRa elderly Ul using OTAA in the ALCCS demonstrator.

Device key and address management for a large number of devices requires an automated process
to prevent manual registration of hundreds or even more security keys (of 16 bytes each) at both the
device and network side. This is done following these three configuration steps:

1. Device configuration to provide each device with its own devEUI, Appkey and (commaon)
AppEUI from an automatically generated (CSV) list.

2. Network configuration using the ThingPark network server configuration application [10] to
provide the network server with the same (CSV) device list to securely identify registered
devices to the network.

3. Network server setup using the ThingPark network server configuration application to provide
the AS_KEY (16 bytes), the AS_ID string and the application server URL to the network
server.

If the application server considers uplink data messages as authentic (based on AS_ID and a SHA
token derived from AS_KEY) it will forward the relevant application data to the RabbitMQ message
broker for delivery to the Elderly Context Derivation ECD for further processing.

3.3.2.2 FHIR based device tegistration and patient linking

In addition to connecting the device to the cloud, it is also required to link the device(s) to a patient
or care receiver (and possibly also to caregivers) in a private and secure way. In order to achieve
this, the elderyand caregivero6s data is stored i nlIndhe
current ALCCS demo this is done by manual system configuration, but this is not a suitable method
for larger scale operation.
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When the LoRa device is activated on the network the device identity (DevEUI) is associated with
an elderly identity.* This will typically be done by a caregiver who provides the device to the elderly,
by scanning a unigue bar code on the elderlyUl device (and not typing in the eight digit DevEUI) and
selecting the elderly from a list to whom the elderlyUl device data will be associated with. The result
of the selection should be sent back to the cloud. Information that can directly identify the patient or
caregiver is not sent along with the device data during monitoring operation.

In order to validate the concept of easy device commissioning on a larger a scale a trial was setup
with a next generation wearable LoRa device. The application area for this device may either be
elderly monitoring (elderlyUl) or patient monitoring in general (IoMT device).

3.3.2.2.1 Device commissioning

A mobile applithei certaupuadl®dedaod plri ng of the device
the caregiver id. No personal information is tran
data securely st drhed patoctelsress Hali@mda.mpf i Ediemg by c a
codes svcamriamgdas oxnh oFwing G.rne

',',' ”, Barcode Scanner

e8c1d700000aa283/053

Format QR_CODE

Type TEXT

Time 12/5/19 10:36 AM
Metadata H

Web search Share via email Share via SMS

Figure 6: Screenshot of capturing device id with an open source Android application.

3.3.2.2.2 Using FHIR resources

In a healthcare context device, patient and practitioner information may be handled in a standardized
way as resources in a FHIR based infrastructure [11]. Measurements results from the device will be
stored as observation resources in a FHIR server database along with other related resources [12].
Transaction of resources using HTTP request/response with JSON (or XML) formatted data can be
done using interactions as defined by the FHIR RESTful API. This API is already supported by a.o
Mi crosoft Azur e anlthca@dR (blt eobby AVeS). Suppmbrt fkbm these major 0T
platforms further enables large scale deployment and interoperability of a FHIR based loT healthcare
concept.

1 For the ALCCS it may be easier to link the ECD to an elderly (rather than individual sensor devices).
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The device commissioning process as described in 3.3.2.2.1 will result in a FHIR resource for the
device with a reference to an existing patient FHIR resource that is needed to link the upcoming
device FHIR observation(s) resources for monitoring purposes. Alternatively, it is also possible to
use a FHIR bundle that contains all information related to the observation(s), but for power and
privacy reasons this option is not considered here for IOMT devices.

An Android demo application has been made that scans a QR code containing a device id and a QR
code containing a patient id and if valid posts the result as a pseudo FHIR JSON object to a FHIR
database that contains the referenced patient resource. An extension to do this demo could be to
use the Azure or Google cloud healthcare APl and add FHIR observation results from the device.
When using Azure, the recently introduced open source FHIR connector for Azure may be used to
handle IoMT data in a secure, privacy rules compliant way and to simplify device management.

3.3.2.3 Cellular device operation

The approach described in the previous sections allows large scale deployment of a LoRa device as
applied in the ALCCS demo. The use of FHIR resources as described in the previous subsection
allows standardized application of such a device in a healthcare environment. Unfortunately, LoRa
deployment itself is still limited to a few countries and from business and interoperability point of view
it is desirable to have global operating healthcare 10T devices. Achieving this may be possible by
using 3GPP standards-based NB-loT or LTE-M device connectivity instead of LoRa. Further
technical differences of using 3GPP connectivity instead of LoRa connectivity were already outlined
in D21.4.

When using NB-1oT or LTE-M, pairing from the IoT device to a 3GPP network may be accomplished
using eSIM technology. Apart from enabling the global deployment of IoT devices, the eSIM based
commissioning of 0T devices will enable hardware-level-security by separating and protecting the
storage of symmetric security keys from generic application and firmware. eSIM standards provided
by GSMA (GSMA, 2018) ensure cellular grade of integrity protection and tamper-proof physical
security features also in NB-l1oT and LTE-M implementations.

The following subsection describes how this would change the device commissioning as described
in 3.3.2.2.1.

3.3.2.3.1 Device configuration

Unlike existing LoRa based configuration as explained in Section 2.1, the cellular based ElderlyUl
will have two key elements on the device required to make a network connection

1. A unique device identity derived from international mobile equipment identity (IMEI)

2. A symmetric network key provided by the network provider which is stored securely in a
eSIM.

IMEI is an identity to the cellular modem and the 10T device to which it is integrated. Similar to the
mobile communication, NB-loT and LTE-M will require a combination of IMEI and symmetric network
key to securely connect to a cellular network. These credentials are securely stored in an isolated
hardware such as a SIM card in conventional cellular communication. The IMEI of the device is a
permanent universally unique identifier (UUID) centrally maintained by GSMA. The symmetric keys
are issued and maintained by the cellular network provider (e.g. Vodafone) of a device. With the
advent of eSIM, secure applications (e.g. signing, hashing, salting, certificate generating etc.) can
not only be executed on the eSIM but can also be stored, modified and accessed remotely by an
authorized entity with required permissions from the cellular network provider. This enables global
deployment of 10T devices with much less logistics required than for a LoRa based deployment.
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3.3.2.3.2 eSIM configuration

One of the important features of eSIM is its ability to store value added applications such as
encryption and session key generation isolated from the application processor and main memory of
the IoMT device. There is no more need for additional network server and network configuration,
since the credentials such as AppKey and ASKEY are stored and remotely managed on the eSIM
by an authorized service provider. Appropriate service level arrangements with network provider, will
not only enable a global connectivity, but also a secure and remote management of the device
credentials, firmware and services will be ensured.

Figure 7 shows how the connectivity setup changes for NB-l1oT or LTE-M based 0T device with
eSIM. Compared to the LoRa based loT device setup as shown in Figure 5, the loT device
commissioning is more straightforward, whereas the security will be improved due to eSIM features
as mentioned.

NB-loT/LTE-M AWS Application Server

Elderly UI

. ) . '_ 1 + json .
aL - ((f;f%f’) = | B8 @ Rt

Amazon API Lambda
Gateway function

Message Broker

sIM 6
vodafone
IME! + Subscription URL > AWS
Symmetric key TLS certificates [16]
Value added apps. Public Key SSL
Bundled as value added eSIM applications
Standard NB-loT/ LTE-M
< Cellular connection 9 ><: 9 >
HTTPS post (of JSON) over TCP/IP or UDP AMQP
TLS certificate(s) TLS v1.2 certificate(s)
SHA-256 token authentication User+password authentication

Figure 7. Connectivity setup of NB-loT or LTE-M based IoT device with eSIM.

3.3.2.3.3 Network configuration

Following the cellular integration, each individual device can be automatically registered to the
application server, as soon as it is turned on by an end-user. GSMA has a special provision for global
provisioning of eSIM devices known as Discovery service [13], which is capable of identifying the
un-provisioned eSIM devices as soon as it is turned on and discovered by a base station of any
network provider across the globe. The discovery service of the GSMA, being shared service among
global network operators, will setup a secure link between the eSIM and the corresponding network
operator to securely download the SIM profile to the un-provisioned device. Upon downloading the
SIM profile, the IoMT device can connect to the preferred network operator in that geographical area
and connect to the application server of the |oT device via internet.

3.3.2.3.4 End-to-end encryption

In addition to the network level encryption offered by the network provider, similar to current version
of the elderlyUl, application level end-to-end encryption can be provided as a value-added
application in the eSIM configuration.

3.3.24 Real Time Location Systems (RTLS)

The elderlyUl is envisioned to support both the indoor and outdoor localization on the device itself
and thus the patient that wears it. On-device localization feature of the elderlyUl will complement
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and not compete with other existing localization and positioning technologies such as XeTal,
YuGen and MPS in the context of ALCCS use case.

Evaluation of localization technologies for the elderlyUl is carried out for two main contexts, indoor
and outdoor. For the outdoor localization, use of GPS is avoided because of the high-power
consumption and large computational overheads. However, both the LoRa and cellular network
provide localization through positioning services with a resolution of 20 meters using Time Difference
of Arrival (TDoA) technique in LoRa [14] and 10 meters using triangulation technique in NB-10T [15].
There are no additional changes required for outdoor positioning in hardware of the elderlyUl since
the localization engine will be implemented at the network-end of the NB-loT service provider and
not on the device.

For indoor localization, there are various off-the-shelf technologies available such as Ultra-Wide
Band (UWB), Wi-Fi, Bluetooth 5, and optical (e.g. infrared based, visible light based). The addition
of new technology for indoor localization requires hardware changes for elderlyUl and infrastructural
changes in the care facility, which need to be carefully evaluated against a set of requirements
identified for the ALCCS use case. A summary of the requirements of the localization technology
identified for the ALCCS use case is provided in [16]. These requirements were also provided as an
input for GUT to benchmark their MPS system, which is also based on UWB technology.

Use Case Based on Bluetooth 5.1
Parameter . e . DecaWave measurements
Requirements Specification
Localization O 20 cm for O 10 cm for 90 20 cm for 9F
accuracy O 30 cm for
Localization in Accurate to floor level | Accurate to floor and room = Accurate to floor and room
horizontal plane level level
Robustness Immune to multipath Sensitive to multipath Immune to multipath
and human body Less sensitive to human Sensitive to human body
deviations body (e.g. wearables)
Security PHY layer Prone to replay attack Distance time bound
protocol
People tracking Latency O lLatency O 100Latency @2400
(no implementation measured for initial setup,
available yet) and 1-2 s delay for updating
location in live-tracking)
Asset tracking Latency O 5Latency O 100Latency @2400

measured for initial setup)
Battery life time of rechargeable: 7 days, | Upto 10 years (CR20327 @ Upto 7 years (CR2032 1

Tag non-rechargeable: 1 0.1Hz update rate) 0.1Hz update rate)

year
Hardware Cost O $ Ipéréoom No product available yet O $ Ipéréoom
(anchor s,
Installation Cost O $ Tradm (20m?) t.b.d. O  $rBdn (20m?)
Technology Wireless BLE (with angle of arrival) = UWB
Frequency Regulated ISM 2.402 GHz t0 2.480 GHz 6.240 GHz to 6.740 GHz
PHY Data rate 2 Mbps 6.8 Mbps

Table 1: Localization Requirements, specifications and evaluation.

3.3.2.4.1 Evaluation of DecaWave for RTLS

Based on these requirements and availability of the off-the-shelf hardware, DecaWave tags were
chosen to be empirically evaluated within the context of D21.6. DecaWave evaluation kits [17]
implements two-way ranging technique, in which the tag successively sends messages to each of
the anchors in sight and receives an acknowledgement immediately. By measuring the round-trip
delay (considering the fixed time needed by the anchor to acknowledge the tag), the distance to
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each anchor from the tag can be computed either on the tag or on the anchor. We chose the office
environment which closely resembles an elderly care facility with rooms of resembling size as shown

in Figure 8.
e P
= i '%
ik _ﬂ |
i J m Anchor
. n! 4 ] Tag

4 ‘!ﬁ — >

T T

Figure 8: Office room for setup of empirical evaluation

4 DecaWave devices were configured as Anchors and were installed in a room of 30m2. These
anchors were connected to mains supply and are attached to the wall at a height of 2 meters ensuring
line-of-sight between the anchors. These anchors can be connected to Ethernet and powered using
power over Ethernet (PoE). However careful consideration of the location of these anchors in a room
is needed which requires in-depth analysis of the layout of the room in a building.

A DecaWave tag, resembling the elderlyUl, supports both UWB and Bluetooth. The localization
engine uses UWB technology and the data communication between the tag and an Android tablet
uses Bluetooth. The system level architecture of the DecaWave systems is shown in Figure 9. It also
shows a person wearing the DecaWave tag. This is a scenario resembling a body-worn elderlyUl in
order to measure the impact of the human body in UWB and the localization engine.
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Figure 9: System architecture of DecaWave and on-body testing of DecaWave tags

3.3.2.4.1.1 Conclusions from RTLS evaluation for deployment in elderlyUl

The positioning accuracy is generally better than the stated requirements of 30 cm. However, in
situations with poor line-of-sight, the accuracy is reduced and could be as bad as 1 m.

In realistic scenarios there might be higher objects (e.g. metal closets) blocking line-of-sight also at
2mheight Unexpl ai nabl e | arge deviations occurred

t emp

1 m height. This may be an indication that the <c¢h
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is not completely robust under all circumstances. Further optimization of the localization engine for
use case specific implementation will be required.

Proper antenna design taking into account the RF impact of the human body is essential, both from
a communication and localization point-of-view.

3.3.3 Vemco

In the third iteration of WP21, Vemco was working on improving security of its Access Control System
with respect to the S C O T TSécsirity Scan results [14].

3.3.3.1 Security

Vemco focused mostly on the security of:
I services in the cloud;
1 the edge nodes;
1 link between edge and cloud.

Vemco is the main integrator in WP9, WP15, and WP21, it provides the RabbitMQ message broker
accessible for all the partners. I n or demdtestenl not
all the security improvements only on a local copy of the server infrastructure.

Secure element

Vemco has searched for suitable hardware chips which would allow for symmetric / asymmetric

hardware encryption using securely stored keys, secure authentication, and preventing software
piracy on the edge. Cloud platform vendorslo supp
taken into account. Finally, four Microchip modules were chosen for further tests and analysis:

1 ATECCG608A
1 ATECCS508A
1 ATSHA204A
1 ATAES132A

The first part of tests included studying of documentation and use cases was provided by Microchip

to acquire knowed ge needed to incorporate modules into V
Vemco is now working on implementing the authentication mechanism between edge and cloud

services with securely stored credentials/keys.

Important note

Vemco had planned working not only on the security of cloud and edge, but also on the security of
its BLE lock. However, its development had to be discontinued. The initial decision on taking up a
development of a proprietary mobile authentication was based on the analysis of the market made
prior to the SCOTT project. Since then, the main locks/readers vendor changed its pricing plan
significantly. Therefore, a justification of the business case is not valid anymore. Access Control
System was designed to be able to handle both proprietary and off-the-shelf mobile authorization
solutions, so consequences of the change for the project are negligible.

3.3.3.2 Access Control System 1 GUI

As defined in the deliverabl e D21. 5, Vemcobdbs goa
graphical user interface for the Access Control System (ACS), a part of BB23.P. To understand why

PU (public) | 1.0 | Final Page 20 | 45



Assisted Living and Community Care Use Case SCOTT

the Ul has been designed in a way presented below, the reader must know that apart from WP21,
BB23.P is used in WP9 and WP15. There, ACS is developed to meet requirements of large industrial
facilities like refineries or chemical plants. However, the system can be scaled down and applied in
smaller and simpler use cases like this presented in the ALCCS demonstrator.

In the period covered by the report, Vemco prepared dozens of user interface mockups covering the
functional scope of the ACS in the project. Implementation of the mockups has started and will be
continued until the very end of the project. A series of screenshots of already implemented
application views presenting the flow of the ACS management in the WP21 can be found below.

o .- ]

Q| Edertys home % Mapa Satelita

oi!

Figure 10: Adding an elderly's home in the app

Caregiver

585507565 caregiver.scott@email.com

Caregiver

Upload

Figure 11: Adding a caregiver
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Scott Caregiver
Caregiver 585507565 caregiver.scott@email.com

Cards

No items

Mobile cards

G

= Activated
¥ 2020-01-17,10:52:06

Other

No items

Figure 12: Showing a caregiver with an activated mobile access card

3.3.4 GUT

In the previous iterations, GUT installed its Multimodal Positioning System (MPS) in the WP21 demo
site in Eindhoven. However, the system was not working properly, what was described in
deliverables D21.4 [2] and D21.5 [1]. Therefore, the main goal for the third iteration was to fix the
MPS and integrate it with the rest of the system. Other goals were related to improvements needed
to increase system maturity.

Fixing the stability problems

GUT conducted a series of tests to find a root cause of problems of the MPS setup in Eindhoven.
Malfunctioning of the system was caused by problems with power supply section of the MPS
Gateway module. The design of MPS Gateway printed circuit board was altered and new modules
were manufactured. Moreover, instability in communication between chips inside the MPS Gateway
was found and fixed.

Remote updates

Since GUT is continuously improving its system, a mechanism for updating its instances remotely is
required. In the third iteration GUT prepared CI/CD pipelines for updating:

9 Localization algorithms;

1 Wi-Fi capable chips on the MPS Gateways;
1 BLE capable chips on the MPS Gateways;
1

Management app 1 both frontend and backend.
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Figure 13: CI/CD pipelines - MPS
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Localization accuracy achieved during the first deployment in Eindhoven was below expectations. In
the third iteration GUT improved it by fine-tuning of the algorithms and change in position reference
nodes i now they are attached to the wall, not to the celling as previously. Moreover, GUT solved a

probl em of

6jumping

dotd on a

Deployment in Eindhoven and integration with the ALCCS

In December 2019, GUT visited TU/e and upgraded the MPS entity there. Since January 2020
measurements from the MPS are being routed to the Elderly Context Derivation engine. There, the
measurements can be used as an additional factor in making decision about raising an alarm.
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Figure 14: MPS entity in TU/s building in Eindhoven - Ul screenshot.
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3.3.5 Xetal

As indicated in the previous deliverable [1], Xetal has been working on a new type of sensors and
first prototypes have already been shown at the end of 2nd iteration. Initially 3 prototypes were
shown (Figure 15) with three different Field of View (FoV: 40x120, 90x90 and 105x105 degrees)
powered by a Microchip PIC microcontroller. As indicated in the previous report, a second batch of
prototypes was made for a version of the same three sensors but powered by a Microchip ARM core
for more complex data analysis.

Figure 15: First Xetal Yugen sensor prototypes differing in area coverage, processing power and
acquisition speed.

The initial prototypes were functional but proved somewhat unstable due to design errors. Since
then, 5 more design iterations have been done. The final versions of the Yugen sensor family still
includes three sensor models (with different field of view) but in four variants: powered by a Microchip
PIC microcontroller, powered by a Microchip ARM microcontroller, with an additional light sensor (for
measurement of color and intensity of light) or without. The standard form factor has not changed
from what is shown in Figure 16 and an expansion port has been added in order to add modules for
wireless communication or additional computational capabilities.

The redesigns have not only focused on hardware redesign, but also on the embedded software.
Currently each sensor can achieve an accuracy of at least 96% (in real life testing), which is sensibly
better than the maximum accuracy obtained with high-end Al Cameras (82% in artificial and
controlled testing). We have achieved this result by redesigning completely the algorithms that were
being used initially. We believe that we have achieved almost the maximum quality of data possible
with the currently available temperature sensing element used in our sensors. After the end of the
project we will consider further improvement by means of collaboration with third parties for designing
a dedicated sensing element, which should allow accuracies in the order of 99%.
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