INTRODUCTION

BUILDING TRUST IN THE INTERNET OF THINGS

The “Internet of Things” (IoT) is one
of the major enablers of the digital transformation trend Europe is
currently experiencing, altering the
very foundations of the economy and
driving the evolution of new business
models; and this trend is spreading
fast: devices, vehicles, buildings, and
other items that feature embedded
electronics, software, sensors, actuators, and network connectivity are
becoming connected via the internet, thereby enabling such objects to
collect and exchange data. Recent
studies estimate that around 20
billion devices will be connected to the IoT by the year 2020
(Source: Gartner).
One essential challenge that
must be met in order to realize
the full potential of the IoT is to
build trust in wireless solutions and
increase their social acceptance.
Therefore, SCOTT as a pan-European initiative will focus on “trustable

things that communicate securely”,
including vehicles, control systems
and other things, which are interconnected via dependable wireless technology and are vigilant about safeguarding the end-users' privacy.

SCOTT will enable secure, efficient
connectivity of intelligent embedded
systems, thereby making a valuable
contribution to foster the trustability
and social acceptance of cutting-edge
applications in the fields of automated driving, Industry 4.0, and others.
To meet a challenge of this magnitude,
this ambitious European R&D project
SCOTT has assembled a group of 57
industry and research partners from
11 European countries and Brazil.
SCOTT brings together key players
from several industrial and user
domains, including building
and home / smart infrastructure, automotive, aeronautics,
rail, and healthcare, in order to
achieve comprehensive, cross-domain synergies and strengthen Europe’s position in the emerging technological field of the secure IoT. The
outstanding partner consortium of
SCOTT covers the complete value
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chain from silicon to end-users and
operators. SCOTT aims to establish
an eco-system for trustable wireless
solutions and services for both professional and private users. SCOTT
will generate new market opportunities for the European industry,
significantly reduce time to market,
and decrease the cost of trustable
wireless solutions on the market.
Ultimately, SCOTT will foster European leadership in the field of Smart and
Connected Things (including the Internet of Things) and strengthen Europe’s
independence in the area of security-enabling components and systems.

“digital ecosystems” that can achieve a
broader market penetration.
Tangible results from all use cases are
shared with a wider public via more
than 20 demonstrators all across Europe. In addition, SCOTT develops 50
reusable technological building blocks
(e.g. software, hardware, processes, and
methods) for data protection/security
and safety, distributed cloud integration, the energy efficiency/autonomy
of devices, and reference architecture /
implementations. These will make it
possible to combine IoT systems and
enable cross-domain sharing of trustable wireless technologies and services,
particularly for new applications developed by SCOTT.

further information
www.scottproject.eu

SCOTT Use Cases
Based on 15 use cases from different
areas, SCOTT will generate solutions of
high relevance to European society and
industry. A specific focus will be placed
on cross-domain use cases and heterogeneous environments, with a particular emphasis on 5G and cloud computing. This will lead to the development of
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USE CASE 7: AIR QUALITY MONITORING FOR HEALTHY
INDOOR ENVIRONMENTS

Partners
Centria (FI) • F-Secure (FI) • Instituto Technologico De
Informatica (ES) • Nokia (FI) • Qplox Engineering (BE) • RD
Velho (FI) • Smart Innovation Ostfold (NO) • Stichting
IMEC Nederlands (NL) • Technische Universiteit Delft (NL)
• University of Oslo (NO) • VTT Technical Research Centre
of Finland (FI).

General information
Urban people typically spend 90 % of their time indoors,
which means that indoor air factors (e.g. CO2 concentration, temperature, humidity and particulate matter) are a
more significant health risk than even outdoor pollution.
There is increasing demand for the development of continuous monitoring networks and analytics solutions that can
identify and predict issues with indoor air quality (IAQ).
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USE CASE 7: AIR QUALITY MONITORING FOR HEALTHY INDOOR ENVIRONMENTS

PROACTIVE CONTROL OF VENTILATION IN A MEETING ROOM
VTT Technical Research Centre of Finland•RD Velho
Oulu•Finland

Key components

Key functionalities
The demonstrator showcases how a
set of sensors can be used to capture
data about the indoor environment
continuously, including for example
temperature, humidity, CO2 concentration and human activity in a room.
End-user feedback about the ambient
air quality in the room is yet another
data source. All the data is exchanged
and processed considering relevant
security and privacy requirements.
In the demonstration, the acquired
data is processed, utilizing mod-
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ern machine learning methods into
knowledge. The processing takes
place locally in the edge or remotely
in the cloud. This knowledge is utilized to perform proactive control
actions for adjusting heating, ventilation and air conditioning, and to
support decision making for humans
in facility management.
This results in a healthier indoor environment supporting occupancy, wellbeing, productivity and trust for humans.

Technology Building Blocks that are
part of the demonstrator:

»» BB24.B “Addressing and Mobility
Management of Sensors / Actuators”.
»» BB24.C “Application Layer Protocols and Cloud Architectures”.
»» BB24.D “Big Data Analytics”.
»» BB26.B “Cloud computing service
platform”.

USE CASE 7: AIR QUALITY MONITORING FOR HEALTHY INDOOR ENVIRONMENTS

Simplified architecture

Fig. 1

Fig. 2: An example event sequence about the proactive control of ventilation
in the meeting room.
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Fig. 3a: The main monitored and controlled parameters.

Fig. 3c: The control in action after a meeting.

Fig. 3b: The control in action during the meeting.
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BIG DATA ANALYTICS PLATFORM FOR IAQ
Instituto Tecnológico de Informática (ES)•Centria (FI)•Qplox Engineering (BE)
VTT Technical Research Centre of Finland (FI)

Sensors deployed in:
»» Ylivieska, Finland, by Centria.
»» Leuven, Belgium, by QPLOX.
»» Oulu, Finland, by VTT.

Big Data Analytics
platform deployed in:
»» Valencia, Spain, by ITI.
»» Demonstrator accessible via web.

Key functionalities
The demonstrator showcases how
a big data analytics platform can be
easily deployed to receive measurements from sensors, analyse them
and visualize the conclusions for better indoor air quality understanding.
In this context, we consider three scenarios where Centria, Qplox and VTT
have deployed their sensors, and send
their measurements to ITI’s platform
(taking into account relevant security
and privacy requirements). Each scenario has proposed a series of goals
that need to analyse those measurements by means of statistical or
machine learning techniques. Those
algorithms are developed in the big
data analytics platform.

In short, the three considered
cenarios are as follows:
»» Centria: Analysis of the influence of
wind direction and speed on indoor
and outdoor pressures in a building.
»» QPLOX: Analysis of the meat curing process in order to anticipate
meat spoilage.
»» VTT: Analysis of indoor air quality
in an office in order to detect abnormal situations.
In the demonstration, a final dashboard is shown for each scenario.
This dashboard plots raw data sent
by the sensors and the conclusions
of the analytics techniques that have
been implemented in the underneath
big data analytics platform.
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The main applied algorithms are related to correlation
analysis and anomalies detection. Their results are particularly useful for these scenarios, from them, an expert user
can take the considered decisions.

Centria’s scenario

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB24.D Big Data Analytics.

Simplified architecture

Fig. 1
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Fig. 3

Fig. 2
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QPLOX’s scenario

VTT’s scenario (see the first Demonstrator)

Fig. 4a

Fig. 5: ITI’s Big Data Analytics platform

Analytics

Fig. 4b

Fig. 6a: Example of anomalies detection for VTT’s data.
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Fig. 6b: Example of correlations analysis for QPLOX’s data.

Fig. 6c: Example of correlation evolution for Centria’s data.

Dashboard
Example of final dashboard for Centria’s data.
Fig. 7
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CLOUD-BASED AUTOMATIC OF CO2 SENSORS
Stichting IMEC Nederlands (NL)
Imec offices, Holst center, Eindhoven, Netherlands

Key functionalities
Low-cost IoT CO2 sensors enable
fine-grained, continuous, and real-time monitoring of indoor air quality in offices and buildings. However,
they suffer from drift and aging over
time, and they are sensitive to temperature and relative humidity. This
results in inaccurate raw data and the
need for continuous calibration.
The demonstrator showcases a cloudbased approach and supporting system
to automatically calibrate a wireless
network of air quality sensors. The
demonstrator consists of a deployment
of 50 sensors covering all the rooms in
the first floor of the Holst Centre office,
Eindhoven, the Netherlands.

The sensors wirelessly transmit to
the IMEC air quality data platform
the raw measurements regarding
temperature, relative humidity, and
CO2. The platform automatically
processes in real time each individual data point, transforming the raw
values into calibrated measurements.
This is achieved by machine-learning
calibration algorithms that create
a model of the sensors based on the
historical data collected.
The users of the building see the results of this process and can take
actions for improving the comfort
in a room. A web-based dashboard
shows a real-time heatmap, and corresponding charts of accurate calibrated air quality data in the build-

ing. The dashboard informs the user
about the real-time CO2 concentration in the room.

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB24.B “Addressing and Mobility
Management of Sensors/Actuators”.
»» BB24.C “Application Layer Protocols and Cloud Architectures”.
»» BB24.D “Big Data Analytics”.
»» BB26.B “Cloud computing service
platform”.
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Simplified architecture
Fig. 1

Fig. 2
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Fig. 4

Fig.
Fig.
23

Fig. 5
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Fig. 6

Fig. 7
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Fig. 8

USE CASE 7: AIR QUALITY MONITORING FOR HEALTHY INDOOR ENVIRONMENTS

SCALABILITY OF LoRaWAN DEVICES FOR
AIR QUALITY MONITORING
Technische Universiteit Delft (NL)
TUD campus
Key functionalities
The demonstrator reveals how the
number of sensors capturing data
about the indoor environment continuously can be increased without
data-loss by utilizing a new MAC
protocol when communicating using
LoRa network. Devices include sensors for temperature, humidity, alcohol and CO2 concentration in a room.

Key components
a healthier indoor environment supporting occupancy, wellbeing, productivity and trust for humans.

Simplified architecture

Technology Building Blocks that
are part of the demonstrator:
»» BB25.E (ANTI-COLLISION_WUS).
»» BB24.G (Tx Failure-prediction IoT).
»» BB24.G (Low-latency WSAN system).

Fig. 1

In the demonstration the data-packets generated from the sensors and
transmitted to the corresponding
gateway manage to be received by
the gateway efficiently and without
collision even when two (or more sensors) transmit at the same time.
This results in unobstructed information about the air-quality of the
corresponding rooms, leading to
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Fig. 2: Class-architecture/diagram of the demonstrator
of the MAC layer protocol utilized in the demonstrator.
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Fig. 3: Temperature measurements; Cold weather day, rainy during
noon, sunrise at 8 am, people in staffroom, closed at 9 PM.
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Fig. 4: Alcoholic particles measurements; 7 AM start of heavy cleaning activities
in the lab (traces left in the air), diluted at 3 PM.

Fig. 5: Alcoholic particles measurements; 7 AM start of heavy cleaning activities
in the lab (traces left in the air), diluted at 3 PM.
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REMOTE ATTESTATION
Nokia (FI)
Currently at Nokia Bell Labs offices in Finland, Espoo.
Can be demonstrated remotely given an internet connection and a standard computer.

Key functionalities
The demonstrator allows for the remote attestation of
devices (and by extension, software, configurations, and
virtual workloads) over networks: a server entity (in the
current demo) queries a device equipped with a Trusted
Platform Module (TPM) for a certain set of verified information regarding its identity and integrity (and that of
its hardware and software). The device responds with a
cryptographically signed message containing an assessment of said hardware and software. The obtained values

Simplified architecture

Fig. 1
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by the server are compared and verified against “golden
master” values that are kept in the server. Deviations
from such values (and from the rules created atop these
values) informs immediately that the device being queried is not in the expected state.

Key components
Technology Building Blocks that are part of the demonstrator: BB.23.O Secure Core.

USE CASE 7: AIR QUALITY MONITORING FOR HEALTHY INDOOR ENVIRONMENTS

Fig. 2

Fig. 3
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IoT DEVICE CATEGORIZATION AND ANOMALY DETECTION
F-Secure (FI) • VTT (FI) • Centria (FI)
F-Secure HQ office Helsinki. Also a VTT office in Oulu and / or a Centria office in Ylivieska
will replicate the F-Secure office setup.

Key functionalities
The demonstrator showcases, SENSE
SDK, a cloud-based network security technology that protects from IoT
threats. SENSE SDK can be installed
in and integrated with several known
Wi-Fi Routers, such as Actiontec,
Nokia, Sercomm, and Zyxel. An integrated SENSE SDK and and Wi-Fi
router offers protection for the devices that are connected to the Wi-Fi
router network.
The demonstrator has
two key functionalities:
1. IoT device categorization
2. IoT anomaly detection
IoT device categorization discovers
new devices and categorizes what
kind of devices is being connected
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to the SENSE network. This allows
SENSE to adapt to its security needs,
as different types of connected devices require different types of protection. For example, threats affecting
your home PC are going to be very
different from those affecting a smart
thermostat or CO2 sensor.

network. Similarly, machine learning
algorithms are able to detect abnormal network behaviour. The analysis
is carried out in the cloud as a Wi-Fi
router typically has very little computing power and memory. This results in a secure environment and
better trust for using IoT devices.

IoT anomaly detection detects when
something unusual is happening with
smart devices, sensing their traffic to
provide extra protection against IoT
threats. This way SENSE can protect
devices with no available security
software.

Key components

The functionalities utilize big data
and machine learning to study and
understand normal behaviour in the

Technology Building Blocks that are
part of the demonstrator:
»» BB23.C — VIF.
»» BB23.O — Nokia.
»» BB23.R — VIF.
»» BB24.A.

USE CASE 7: AIR QUALITY MONITORING FOR HEALTHY INDOOR ENVIRONMENTS

Simplified architecture
The figure below illustrates a simplified architecture of the demonstrator. It illustrates SENSE SDK in router with
interfaces with cloud services, the management app and incoming & outcoming traffic.

Fig. 1
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For an administrator of router
network, the integration of SENSE
SDK and a router includes a management app. The figure below
illustrates three views of the management app:

Fig. 2
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1. the number of devices that have been connected in the network
to the network and threats blocked.
2. the number and list of active devices in the network.
3. the number and list of inactive devices in the network.

USE CASE 7: AIR QUALITY MONITORING FOR HEALTHY INDOOR ENVIRONMENTS

The figure below illustrates an additional view of device
details for the administrator. The figure shows wellknown Nest IoT device as an example.

In case of a personal device, the blocked access or
harmful website is shown in the user’s device as illustrated in figure below. In case of abnormal behaviour,
the network is isolated and information is given to the
router administrator.

Fig. 3

Fig. 4
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USE CASE 8: MANAGED WIRELESS FOR SMART INFRASTRUCTURE
EYESAAS• OSLOMET• SMARTIO•TELENOR•UIO• WOLFFIA
General information
Wireless networks are going to be the
main access networks in homes and
buildings. However, wireless devices
can malfunction and cannot deliver
carrier-grade quality because of technical problems or malicious activities.
The traditional approaches cannot

handle the increased volume of technical issues in wireless networks, whilst
it is time consuming, costly and cannot
scale to millions of devices. In addition,
new cyber-attacks and security concerns are threatening the trustability
of wireless networks for mission-critical applications. Hence, remote configuration for smart infrastructure use

case is going to enhance the concept of
interconnected bubbles and networks.
The use case implements remote monitoring and management of wireless
access points in order to improve quality of service, interoperability, security
and trustability in heterogeneous
wireless networks.

REMOTE CONFIGURATION
EyeSaaS & UiO
Online — through cloud platform
Key functionalities
This demonstrator presents several
functionalities as part of remote configuration of wireless networks. The
first functionality reboots remote
devices (AirTies Wi-Fi access points)
where operation teams need to identify any problem in the running configuration. For example, a customer
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may complain that customer cannot
find wireless SSID or the wireless
communication is unstable then operators reboot the remote device in
order to identify whether the running
configuration causes the problem.
The second functionality is to change
SSID and password of an existing WiFi network. For example, a customer
may contact for support because they

could not connect to Wi-Fi with their
password then operators require
a functionality to reset Wi-Fi SSID
password on the remote device.
The third functionality is needed to
reset the configuration to factory
default e. g. to troubleshoot whether
misconfiguration caused the problem. For example, a customer may

USE CASE 8: MANAGED WIRELESS FOR SMART INFRASTRUCTURE

complain about wireless performance
degradation after changing configuration then operators can rest configuration to factory default in order to
change the state of the device to the
tested factory default configuration.

device e.g. smart TV experienced performance degradation on the evenings.
Therefore, operators can monitor the
network to check whether the device
receives decent signal strength or the
5 GHz frequency is underutilized.

The fourth functionality presents
firmware upgrade capability of a
wireless device to improve performance and fix security vulnerabilities. For example, recent research
identified a vulnerability in WPA and
WPA2 implementation on Wi-Fi
devices such that an unauthenticated user can force the supplicant to reinstall previously
used pairwise keys. Thus,
vendors reacted to this vulnerability and provided a
fix with a firmware upgrade
which Wi-Fi access points
should be upgraded as soon
as possible in order to avoid cyber-attacks.
The fifth functionality presents network monitoring capability to identify
possible problems. For example, a customer may complain about a specific

Simplified architecture

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB24.A Remote configuration
of infrastructure.

Fig. 1: Remote configuration end-to-end architecture.
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Fig. 2: EyeSaaS platform showing a request for reboot confirmation.

Fig. 3: EyeSaaS platform showing a rebooted device with 1-minute uptime.

Fig. 4: EyeSaaS platform requesting for SSID and password to change the Wi-Fi SSID.
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Fig. 5: EyeSaaS platform showing that Wi-Fi SSID has been changed on the remote device.

Fig. 6: EyeSaaS platform requesting for confirmation before reset configuration to factory default.

Fig. 7: EyeSaaS platform showing that remote device has been reset to factory default and it is in the process of
initialization.
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Fig. 8: EyeSaaS platform requesting for the path of firmware for upgrade.

Fig. 9: EyeSaaS platform showing that firmware on the remote device upgraded to the new version.

Fig. 10: EyeSaaS platform showing network performance parameters on remote device.
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USE CASE 9: SECURE CONNECTED FACILITIES MANAGEMENT
Vemco•EyeSaaS•GUT•TYCO•UCC•UiO
Poland • Two buildings in Gdansk

General information
Ensuring a high level of user comfort,
simultaneously with safety and security in facility areas, e.g. in buildings
and infrastructure objects, is one of
the most challenging and ambitious
directions of development in situation awareness systems. Modern
buildings are strongly focused on
providing user-oriented services to
increase human comfort and safety
within the facility. It is hard to reconcile it with keeping high safety and
security level at the same time due to
the necessity of following the cumbersome security procedures. This
use case goal is to increase safety and

security in facility areas with special
attention to critical infrastructure,
e.g. fuel sector, keeping high users’
comfort level.

Fig. 1: Building located on campus of Gdansk University
of Technology.

Fig. 2: Vemco’s office.
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Secure Connected Facilities Management is the main work package
demonstrator. It demonstrates solutions designed to increase safety and
security in facility areas and ensure a
high level of users’ comfort. The main
focus is put on critical infrastructure, e.g. refineries, chemical plants,
where improper behavior of its employees or contactors can cause severe consequences. The presented
functionalities are localization and
behavior analysis of people and assets inside the building, and, based
on the results, adjusting their access
level. Other important functionalities
are dynamic configuration of virtual
zones and authentication and authorization of users using a mobile device
as an access card.

Key components
List Technology Building Blocks that are part of the demonstrator:
»» BB23.P: Spatial-based authorization and authentication.
»» BB23.H: Real-time configuration of secure zones.
»» BB24.G: Mobile Edge Computing.
»» BB24.H: Mobility Prediction.

Simplified architecture

Fig. 3
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Fig. 4: Demonstrator overview.
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Fig. 1–5: Exemplary freezeframes from the video
Fig. 1

Video 1: Spatial based authorization and authentication.

Fig. 2
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Fig. 3

Fig. 5

Fig. 4

Video 2: Inviting guests.
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INFRASTRUCTURE MANAGEMENT & MONITORING
GUT•Vemco
Vemco’s headquarters in Gdansk, Poland.
Key functionalities

Simplified architecture

Infrastructure management & monitoring demonstrator presents solutions designed to ensure easy
deployment of work package systems, optimize its
management service, and minimize its breakdown/
accident reaction time. Among them there are:
»» Solution for monitoring health status of cloud services as well as devices within the system and notifying about failures;
»» Pipelines performing remote updates of the work
package components using CI/CD techniques;
»» Mobile app for device provisioning.

Key components
Fig. 1

Technology Building Blocks that are part of the demonstrator:
»» BB23.P Spatial-based authorization and authentication.
»» BB24.D Big Data Analytics.
»» BB24.E Cloud computing services for novel connected mobility applications.
»» BB24.G Mobile Edge Computing.
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Remote updates of the system components using CI/CD techniques.

Fig. 2
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PHYSICAL LAYER SECURITY
GUT
Desk demonstrator. The demonstration will be held live at the final review meeting venue.

Key functionalities

Key components

The Physical Layer Security demonstrator presents GUT’s mechanisms
improving the security of wireless
links based on RF signal parameters
analysis. The presented mechanisms
can help to protect from interference both intentional (jamming) and
unintentional (caused by other systems). Moreover, such mechanisms
can be used to improve connectivity
between some nodes and at the same
time decrease link quality with others, e.g. unauthorized.

Technology Building Blocks that are part of the demonstrator:
»» BB23.G_JKU: PHY Layer Security.
»» BB23.R_VIF: Trust Anchor for ES smart sensors.

ESPAR antenna

Fig. 1
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Simplified architecture
PHY Layer Security

Features:
1. Positon estimation.
2. Improve connectivity.
3. Jamming mitigation.

Fig. 2
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REMOTE FIRMWARE UPGRADE OF WI-FI ACCESS POINTS
EyeSaaS
Screenshot and video

Key functionalities

Simplified architecture

The remote update demonstrator
enables operators to remotely upgrade firmware within a network in
order to improve performance or fix
security vulnerabilities. The platform
allows operators to choose proper
firmware and accordingly upgrade
remote device. This functionality
eliminates need for technician roll
out on the premises.

Firmware upgrade is a functionality of managed wireless platform such that
network administrator can manage remote device through cloud platform.

Key functionalities
Technology Building Blocks that are
part of the demonstrator:
»» BB24.A
Fig. 1: Firmware upgrade end-to-end architecture.
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Fig. 2

Fig. 3
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Fig. 4
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DYNAMIC ROUTING FOR SECURITY AND SAFETY
UCC
UCC campus in Cork, Ireland
Key functionalities
Locations of assets, hazards and users are tracked by GPS and reported
to the cloud. The observed and predicted movement of the assets and
hazards are used to compute the
shortest paths to destinations available to the user. The paths are communicated to the user’s mobile device.
The paths are recomputed with each
change in observed movement by the
participants.

Simplified architecture
REST / HTTP

Application
server
JPA

Websockets
Database

Fig. 1

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB23.H
»» BB24.H
Fig. 2: A simple graph containing three nodes is converted into a time-expanded graph.
The numbers alongside edges in the graph represent the cost of traversing the edge.
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Fig. 3: The user (bottom left of the screen) wishes to find a route to a car hire company (top right). Possible routes
are limited by the presence of a secure zone (bounded by the blue box) and a moving hazard (shown in red).
A suitable route is offered.
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Fig. 4

VIP / Hazard

Fig. 5

Standard User, Avoids Hazard

USE CASE 9: SECURE CONNECTED FACILITIES MANAGEMENT

SEMANTIC ATTRIBUTE-BASED ACCESS CONTROL
The University of Oslo
Norway
Key functionalities

Simplified architecture

Semantic Attribute-Based Access
Control demonstrator presents a solution designed to ensure easy deployment of WP9 systems, improve its
performance, enhance the security of
the whole system, and improve the interoperability. SABAC provides:
»» Fine-grained access control.
»» Dynamic and context-aware access
control.
»» By considering the context surrounding subjects
(i.e., users or requesters) and
objects (i.e., resources).
»» Improve the interoperability by
making decisions semantically and
considering the semantic relationships for inferring new policies (i.e.,
implicit policies).

Key components
Technology Building Blocks that
are part of the demonstrator:
»» BB24.l S-ABAC
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USE CASE 10: LOGISTICS MANAGEMENT USING
COLLABORATIVE ROBOTS AND DEVOPS METHODOLOGIES
EAB - Ericsson Research•KTH Royal Institute of Technology•RTE – Realtime Embedded
Indaiatuba — Brazil & Kista — Sweden

General information
Introducing robots that can perform
tasks collaboratively with humans
would increase the productivity and
automation in the warehouse operations. One of the persisting concerns
is safety. Safety issues in robotic scenarios can be divided into three main
categories: engineering errors, human mistakes and poor environmental conditions.
In complex environments, such as
those shown in the figure below, different safety critical requirements
can be identified. For instance, safety
requirements for an industrial robot,
such as a robotic arm, can be very different from those of a mobile robot.
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Furthermore, highly dynamic scenarios where humans interact with the robotic devices impose even more safety constraints to the environment.

For instance, in the example shown in
the figure, three mobile robots are interacting in order to achieve the goal
of loading a truck with specific products that are stored
in a shelf at the warehouse. A problem
with the robotic arm
effector, e.g., its joints
might be loose, could
produce
unexpected movements that
could damage other
tools, or even humans,
around it. In dynamic scenarios,
robotic tools depend
highly on information
coming from its sen-

USE CASE 10: LOGISTICS MANAGEMENT USING COLLABORATIVE ROBOTS AND DEVOPS METHODOLOGIES

sors to build a trustworthy world map,
without which even a well-designed
control algorithm might end up producing dangerous behaviour. When
robots are expected to interact with
humans a common approach is to employ smaller ones with lower mass, so
that even if impacts occur, they would
not be harmful to the person being
hit or pinched. However, due to the
nature of the task this is not always
an option, and bulkier hardware must
be employed. In these cases, several
strategies can be used, such as defining maximum speed limits, collision
detection, variable compliance (stiffer
for slower movements but compliant
for faster movements), and so forth. It
is also important to realize that in such

complex environments different safety critical requirements can be identified. For instance, the safety requirements for an industrial robot, such
as the mentioned robotic arm, can be
very different from those of a mobile
robot. Furthermore, highly dynamic
scenarios where humans interact with
the robotic devices impose even more
safety constraints to the environment.
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SAFETY FRAMEWORK FOR HUMAN-ROBOT COLLABORATION
EAB - Ericsson Research
Indaiatuba — Brazil & Kista — Sweden

Key functionalities
As part of WP10, this demonstrator
presents solutions to perform safety
interactions between autonomous
mobile robots and human in an automated warehouse. The main functionalities of this demonstrator are
listed below:
Risk management for autonomous mobile robots: A risk management process that is based on ISO 31000. In this
process the risk identification follows
the HAZOP model and the risk mitigation uses AI methods (in this case,
fuzzy logic and reinforcement learning) to determine the safest movement
of the robot.
»» Scene
understanding:
Robot
perception method for object
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detection (e.g. human, products,
shelves) and generate semantic
data in form of scene graphs. This
information is used in the risk
management process, specifically
in the risk analysis step.
»» Autonomous operation of the mobile robots: Methods to navigate
the robot in the warehouse and
to control the robot’s manipulator
using ROS.
»» Simulation of the automated warehouse: Simulation of the warehouse using V-REP to validate the
safety framework.

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB24.D Big Data Analytics.

USE CASE 10: LOGISTICS MANAGEMENT USING COLLABORATIVE ROBOTS AND DEVOPS METHODOLOGIES

Simplified architecture

Fig. 1: Architecture of the safety framework.

High-level product picking task

Fig. 2a: Robot grasping product from the shelf. On the left the simulation and on the Fig. 2b: Robot storing product on its tray. On the left the simulation and on the right
right the planning scene state.
the planning scene state.
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Samples of the scene understanding output

Fig. 3a: Object detection output from the first scenario.

Fig. 3b: Scene graph output from the first scenario.

Fig. 3c: Object detection output from the second scenario.

Fig. 4: Instance segmentation output generated by the Mask R-CNN method.
First and second rows compare different parameters used to train the model.

Fig. 3d: Scene graph output from the second scenario.
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Fig. 5a: Risk mitigation scenario where two robots move towards to each otherpart A and part B and the mitigation is applied on both robots to minimize the risk.

part A

part B

part C

Fig. 5b: Risk mitigation scenario where the human and the robot’s paths intersects. In part A human and robot are moving in the floor, and in part B they have a close encounter
that makes the risk mitigation take an action to make the robot reduce the wheel speed. In part C the robot increases the speed as the risk was very low.
A video of the demonstrator is available here: Scene understanding: https://youtu.be/z3p8O3fwPKM • https://vyoutu.be/Y36bTc-FrNE
Risk management: https://youtu.be/z3p8O3fwPKM
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USE CASE 10: LOGISTICS MANAGEMENT USING COLLABORATIVE ROBOTS AND DEVOPS METHODOLOGIES

WAREHOUSE PLANNING ARCHITECTURE
Ericsson Research (EAB) & KTH Royal Institute of Technology (KTH)
Sweden (online)

Key components

Key functionalities
The following demonstrator shows
how AI planning can be done safely and interoperably across the CPS
components in the warehouse. PDDL
is used to describe the warehouse domain and actions that its components
can do, including robots, conveyor
belts and so forth. This description
is then used to validate the domain
using the V&V Tool and to define ontologies for the Linked Data services.
Linked Data APIs expose their information models (schemas, entity relation definitions, ) and capabilities (API
endpoint descriptions) in a standardised way (action specifications that
can be used in planning as well as
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the shapes and ontologies to create
a unified representation of all the information models across proprietary
tools and devices). Planning Service is
represented in the system as a Linked
Data service itself, fostering its use by
any components in the present and in
the future. Linked Data services are
also used as a basis to develop Digital
Twins for the CPS components. The
Warehouse Controller Dashboard
is then used to visualisation of CPS
component interaction and interoperability KPIs to enable control and
trust between humans and machines
collaborating in the same warehouse.

Technology Building Blocks that are
part of the demonstrator:
»» BB24.C Application Layer Protocols
and Cloud Architectures.
»» BB24.D Big Data Analytics.
»» BB26.I Ontology for secure wireless
data transfer.

USE CASE 10: LOGISTICS MANAGEMENT USING COLLABORATIVE ROBOTS AND DEVOPS METHODOLOGIES

Simplified architecture

Fig. 1: Architecture of the Linked Data services integrated through the use of
messaging system and adaptors.

Fig. 2: Planning flow demonstrated within the Planning Service architecture.
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Fig. 3: Visualisation in the
Warehouse Controller Dashboard
showing the interactions between
the CPS components.
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CONNECTED TANK
RTE
Stockholm, at RTE premises on Rosterigränd 4, 4th floor

Key functionalities
End-user functionalities for the
demonstrator are:
»» Access the internet connected
Graphical User Interface (GUI)
from any location.
»» See current and historical temperature readings for tank water.
»» See current and historical temperature readings for room.
»» Set alarm thresholds — min and
max — for water thresholds.
»» Get alarm indication if water temperature is outside the specified
min and max values.

»» Set daily schedule for turning on
and off lightning for the fish tank.

»» BB23.J Reliable Wireless
Multi-hop Communications.

»» See lastest picture taken by the demonstrator camera.

»» BB23.K Reliable Wireless
PHY and MAC.

»» Take instant picture of
the demonstrator.

»» BB23.O Security Core — Identification, Authentication
and Communication.

Key components
Technology Building Blocks that are
part of the demonstrator:
Areas in Work Package:
Security & Safety
»» BB23.A Dependable Wireless Sensor Network.

Areas in Work Package:
Distributed Cloud Integration
»» BB24.A Remote Configuration
of Infrastructure.
»» BB24.C Application Layer
Protocols and Cloud Architectures.
»» BB24.D Big Data Analytics.

»» BB23.G PHY layer security.
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Areas in Work Package:
Autonomy of De-vices / Enevcgy
Efficiency of WSN

Simplified architecture

»» BB25.A Energy efficient security
implementation in WSNs.
Areas in Work Package: Reference
Architecture / Implementation
»» BB26.A Autonomous
Wireless Network.
»» BB26.B Cloud computing
service platform.
»» BB26.F Measurable
security and privacy.
»» BB26.I Ontology for secure
wireless data transfer.

Fig. 1: Simplified architecture of the Connected Tank demonstrator.
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Fig. 2: Demonstrator.

Fig. 3: GUI showing temperatures for water and room.
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Fig. 5: Bubble Gateway mounted in the ceiling.

Fig. 4: GUI showing the latest picture taken by the camera.
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Fig. 6: Camera pointed at the Connected Tank demonstrator – pictures are taken automatically every minute.

USE CASE 11: SECURE CLOUD SERVICES FOR
NOVEL CONNECTED MOBILITY APPLICATIONS
AVL•AIT•Bosh•CISC•FEV•IMEC•Indra•JIG•RISE•SBA•VIF

General information
This use case focuses on implementing different secure cloud services for connecting vehicles. The goal is to
develop a range of applications covering connected vehicle functionalities, such as OTA Software Updates,
and vehicle data logging.

CONNECTED VEHICLE CLOUD ACROSS TRANSPORT MODES
INDRA
San Fernando de Henares — Madrid, Spain
Key functionalities
In coordination with Work Package:
Trustable Warning System for Critical
Areas, the Use Case “Connected Vehicle Cloud Across Transport Modes”
of WP has been updated to provide
new secured services to the vehicles
approaching a level crossing area (critical area), as well as to the transport

Key components
managers based on the multimodal information exchange between the Train
Wireless Sensor System (developed
in Work Package: Trustable Warning
System for critical areas) and the C-ITS
of the Transport Control Center deployed in in the cloud computing service platform developed.

Technology Building Blocks that are
part of the demonstrator:
»» BB24.E
»» BB26.B
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Simplified architecture

Fig. 2

Fig. 1
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Fig. 3

Fig. 5

Fig. 4
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ECU HEALTH STATUS
BOSCH•AVL•FEV•CISC

Key functionalities

Simplified architecture

This demonstrator consists of a test
vehicle ECU that allows for in-situ
evaluation of the wear out status of
single components and inform the
user in case replacement of the ECU
would be required.

Key components
Technology Building Blocks that
are part of the demonstrator:
»» BB24.D

Fig. 1: Schematic view of the QFN with encapsulated iForce sensors.
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Test board with QFNs and BME 280 sensor

Fig. 4: Test board with QFNs and BME 280 sensor.
Fig. 2: Test board with QFNs and BME 280 sensor.

Fig. 3: Assembled test vehicle ECUs.

Fig. 5: Test vehicle ECU connected to FEV gateway.
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SECURE V2X COMMUNICATION WITH USER NOTIFICATION AND
RELATED CLOUD SERVICES
FEV
FEV Polska - Cholerzyn, Poland
Key functionalities
The demonstrator scenario consist
two vehicles and the Road Side Unit
connected via V2X communication.
Data from vehicles are sent into the
cloud using a secure communication
protocol (TLS, LTE/APN). Acquired
data will be presented by build-in LCD
touchscreen and web application.
ELIOT Connectivity platform is a universal prototype device that allows
communication between multiple
number of vehicles and infrastructure
units via V2X connection technology.

Simplified architecture
which data should be stored
in the cloud. Build-in LCD can
display safety notification e.g.
collision warning.
Data gathered by ELIOT Connectivity are sent into FEV
Secure Cloud using LTE internet connection protected by
private APN solution. The user
using WebServer is able to see
the current vehicle position
which is displayed on the map.

Key components
HMI (Human-Machine Interface)
module allows end-user to display
data gather by ELIOT Connectivity
and also to customize privacy settings
by choosing a driver profile or adjust
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Technology Building Blocks
that are part of the demonstrator:
»» BB24.J - Wireless Vehicle IF.

Fig. 1

USE CASE 11: SECURE CLOUD SERVICES FOR NOVEL CONNECTED MOBILITY APPLICATIONS

Fig. 4

Fig. 2
Fig. 5

Fig. 3
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Fig. 6

Fig. 7

66

USE CASE 11: SECURE CLOUD SERVICES FOR NOVEL CONNECTED MOBILITY APPLICATIONS

THIRD-PARTY CLOUD SERVICES FOR QUANTIFIED
CONNECTED PASSENGER VEHICLES
VIF•JIG•RISE
Data from the greater Graz area (Austria), cloud platform in Sweden, smartphone app in Spain
Key functionalities
The demonstrator within this scenario
uses a trustable data logging system
device connected to the vehicles standardized  on-board-diagno-stic   (OBD)
interface, capable of capturing vehicle lifecycle data and transmitting this
data over the Internet (securely) to
a cloud computing service platform.

Key components
brakes) of the cloud computing service platform by establishing a (mobile) dashboard for drivers and/or for
organizational customers.
Fig. 1

Technology Building Blocks that are
part of the demonstrator:
»» BB24.K (data logger).
»» BB26.B (cloud platform).
»» BB24.E (smartphone app).

The cloud computing service platform stores, analyses, processes,
and provides single and/or aggregated vehicle lifecycle data to be used
by drivers and/or organizations via
applications.
A software application makes use of
the results (e.g. data describing the
trip and detected events like hard
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Fig. 2
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Fig. 3
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Fig. 4
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ACCESS TO PARKING LOT
CISC• AVL
Graz — Austria

Key functionalities

Simplified architecture

The goal of this demonstrator is to
show how to securely and reliable
open parking gates with mobile device solutions. The permissions to
open the gate are securely stored on
the mobile device. The redemption
process can be done online and offline (where there is no internet connection available). By using wireless
communication technologies such as
BLE, we are able to control the gate,
by using the developed communication controller.

Parking gate which communicates with the
car to automatically open
Fig. 2

Fig. 3

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB24.J
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Fig. 1

Fig. 4

USE CASE 11: SECURE CLOUD SERVICES FOR NOVEL CONNECTED MOBILITY APPLICATIONS

SECURE OVER THE AIR SOFTWARE UPDATE
(FLASHING ELECTRONIC CONTROL UNIT)
AVL • FEV • CISC
AVL Graz — Austria

Key functionalities
This demonstrator is capable of updating one electronic control unit
OTA without human interaction.
However, in a real-world scenario human interaction is mandatory.

Key components: Technology Building Blocks that are part of the demonstrator: » TBB24.J & TBB24.K.
Simplified architecture

Fig. 1: Overview of all used components.

The HMI of FEV is used for scheduling an OTA update (search for an
update and then install a update),
the CISC gateway is used to authenticate a user and the AVL gateway
provides the ECU software OTA update functionality. The HMI consists
of hardware and software. FEV ELIOT hardware is equipped with HMI
software and connected with a HMI
touch screen.
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Fig. 2

Select User
Fig. 4

Instal firmware
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Fig. 3

Serch for updates
Fig. 5

Cloud encrypts new firmware and send it

USE CASE 12: UBIQUITOUS TESTING OF AUTOMOTIVE SYSTEMS
AVL•GUT•JKU•LCM•NXP•SBA•TUG

General information
Developing a new car takes 3 to four years minimum and
legions of engineers. An important part of this work is
continuous optimization and improvement, making sure
that each part is perfect. The goal is to find any shortcoming
in advance, testing for any possible scenario. This is called
verification and validation (V&V). Failing at V&V will not
only prevent success of the product in the market; missing
a flaw might cause extremely costly recalls later and turn
out quite damaging to the reputation of the OEM (Original
Equipment Manufacturer).

This use case focuses on the wide variety of testing scenarios, and specifically the instrumentation required. It is
called ubiquitous, as is strides to support as many of these
setups as possible: from laboratory-like setups (e.g. HiL
= hardware-in-the-loop testing), to engine development
done in powertrain test beds, from simple test cells to
complex, large test factories. It accompanies the V&V process to the point, when first prototype cars are tested on
special test tracks (e.g. proving ground).
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WIRELESS INSTRUMENTATION FOR VEHICLE TESTING
AVL•JKU•LCM
AVL in Graz, Austria

Key functionalities

ble, self-sustained, secure wireless
sensor nodes. The nodes need to work
in challenging environments of automotive testing (e.g., nodes need to
deal with lots of metal around, overcoming reflection, absorption and
interference). And despite of these
constraints for radio frequency-based
transmissions, the systems need to
ensure that no measurement value
is lost. The system will also support
high scalability (e.g. in the number of
nodes in a network), as well as co-existence (having multiple, independent
systems operate in close proximity
without disturbing each other).

The core of the system is an industrial instrumentation system based
on a WSN (wireless sensor network).
It will demonstrate highly dependa-

»» High-precision (directly comparable to current cable-bound industrial measurement systems), but
at ultra-low energy levels (power

Starting with the new emission legislation EURO 6D, rigid vehicle testing
on streets and in chassis dyno test
beds is required. Testing is preceded by a clearly defined conditioning
phase (“soak phase”), which needs to
be monitored. Demonstrator A shows
a prototype of a wireless instrumentation system for test vehicles, fulfilling all requirements to document
these procedures (e.g. monitoring oil
and water temperatures) with the required accuracy and sample rates in
an industrial environment (TRL 6).
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consumption several magnitudes
decreased) to allow for battery and
energy-harvesting supply.
»» Full lifecycle support following typical workflows.
»» Trustworthiness indicator, supporting users to become comfortable with this new paradigm.
»» High security (authentication, encrypted communication), with secure key exchange using out-ofband communication.
»» Support for RF-based node localisation to identify certain boundaries (“doorstep detection”).
»» Energy-optimized routing in the WSN.

USE CASE 12: UBIQUITOUS TESTING OF AUTOMOTIVE SYSTEMS

Key components

Simplified architecture
Wehicle Conditioning / Soaking Area / Test Bed

Technology Building Blocks that
are part of the demonstrator:

local wireless bubble

loc
Node

»» BB23.F – Out of Band Security.
»» BB23.G – PHY Layer Security.
»» BB23.P – Spatialbased authorization
and authentication.
»» BB25.A – Energy efficient
security implementation
in WSN’s.
»» BB25.F – In-vehicle WSN.

loc
Node

NCAP

WSn
WS2

Ethernet
or WiFi

WS1

»» BB26.F – Multi-metrics
assessment for measurable
security and privacy.
Fig. 1:
WNP: Wireless network processor
OoB: Out of Band
NCAP: Network capable application processor
AS: Aautomation system
Loc Node: RF-based localization system
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CROSS-TECHNOLOGY BROADCAST COMMUNICATION BETWEEN
OFF-THE-SHELF WI-FI, BLE, AND IEEE 802.15.4 DEVICES
TUG
AVL in Graz, Austria

Functional description
This demonstrator presents a generic cross-technology communication
scheme allowing bidirectional communication between off-the-shelf
IoT devices operating in the 2.4GHz
band. In particular, it makes use of
and extends the X-Burst framework
to enable communication between
devices embedding a Wi-Fi, BLE, or
IEEE 802.15.4 radio. X-Burst encodes
data in the duration of energy bursts
by transmitting legitimate frames
with different payload length. Devices with incompatible physical layer,
but operating on overlapping channels, can detect the energy bursts and
decode information by sampling the
received signal strength at a high fre-
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quency. As the transmission of frames
with variable size and energy detection are features available in most
off-the-shelf IoT devices, X-Burst is
not technology-speciﬁc and allows to
broadcast cross-technology frames
to multiple devices using diverse
technologies simultaneously.

Key functionalities
The demonstrator makes use of four
off-the-shelf IoT platforms supporting
X-Burst, namely: TI CC2650 LaunchPad (BLE), Raspberry Pi 3B+ (Wi-Fi),
Zolertia Fireﬂy (IEEE 802.15.4),
and TelosB mote (IEEE 802.15.4).
Each device is equipped with four
LEDs of different colors, where each
color is associated to a device (e.g.,

red  Fireﬂy; green  TelosB). Each
device is also equipped with buttons, to initiate broadcasting of CTC
frames. All communications are monitored, logged, and displayed using
a laptop connected via USB to each
device, as well as a PicoScope, so to
gain a more detailed insight about
X-Burst’s encoding process.

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB24.F Cross-technology sync.
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Simplified architecture

Fig. 3

Fig. 1
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3D SENSORS POSITIONING
GUT•AVL•JKU•LCM
Engine Test bed number 328 at AVL (safety-restricted zone, limited access)

Key components

Key functionalities
This demonstrator presents precise
localization of sensors in 3D space
using specialized, distributed system. By using self-contained smart
cameras, one can determine the position and unique identifier of visual
tags placed on the engine. Each tag is
tied to the physical sensor which position is meant to be localized. Both
cameras and sensors are connected
by a wireless, synchronized Ephesos
network to maintain time dependencies during triggering of the localization procedure. Each camera acts as
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edge computing device running all
possible computer vision algorithms
to provide high expandability of the
system. In this approach the accuracy
and coverage of the system can be improved by adding more cameras without increasing demand on time or
external hardware resources. Sensor
localization can be treated as a service with rich API available to access
all its functions and receiving results.
In this demonstrator web application
is used to show the whole procedure
along with intermediate results.

Technology Building Blocks that are
part of the demonstrator:
»» BB23.G PHY Layer Security.
»» BB23.P Spatial-based
authorization and authentication.

USE CASE 12: UBIQUITOUS TESTING OF AUTOMOTIVE SYSTEMS

Simplified architecture

Fig. 1
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Fig. 2
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Fig. 3

Fig. 4
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Fig.5
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Tags and calibrator
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Fig. 6

Fig. 7
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JAMMING DETECTION AND COUNTERACTION
GUT
AVL in Graz, Austria

Simplified architecture
Fig. 1

Key functionalities
This demonstrator presents the concept of security mechanism, which is
able to detect and counteract jamming (signal interference) during
communication in WSN (Wireless
Sensor Network) setup. It consists
of two sensors in 802.15.4 standard
(transmitter and receiver), a jamming device and, so called, extended
receiver (eRX). During the communication, jamming device is turned on.
Extended receiver is able to detect
the interference which allows for the
reaction of the system. One of the
sensor is equipped with a specialized,
reconfigurable antenna which can
change its radiation pattern to mitigate jamming source and maintain
the communication.

Key components
Technology Building Blocks that are part of the demonstrator:
»» BB23.F Out of Band Security.
»» BB23.G PHY Layer Security.
»» BB23.P Spatial-based authorization and authentication.
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eRX live demo — UI applications outline

Fig. 2

Demonstrator outline — Jamming box
Jamming box, a GUT-developed device was used as an interference source in the demonstrator.
This is an SDR based device, which features generation of jamming signals in various shapes.
Fig. 3
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USE CASE 13: TRUSTABLE WIRELESS IN-VEHICLE
COMMUNICATION NETWORK
VIF•AVL•EYESaaS•HH•RISE•TUG
Graz, Austria
General information
Today, wired transmission is used in
most of vehicle networking. Wireless
systems are viewed very skeptically

in this domain and are hardly used
for normal in-vehicle communication.
Nevertheless, there are applications
where the flexibility of wireless systems is highly desired – in particular

for vehicle evaluation systems. These
systems are temporarily mounted
systems for test vehicles for measurement campaigns covering typically one week.

WIRELESS IN-VEHICLE SENSOR NETWORK
AVL•EYESaaS•HH•RISE•TUG•VIF
Graz, Austria
Key functionalities
The demo shows a full loop of a wireless vehicle evaluation system covering the following steps:
1. Planning of a measurement campaign
in the browser. This step includes the
selection of sensors and the selection
of measurement values.

2. Instrumentation of a test vehicle.
The placement location is shown by
the tablet app of the engineer.
3. After placement, the engineer can
verify the setup by checking the
trustworthiness indicator (TWI) on
the main gateway and the tablet app.
4. If allowed by the TWI, the measurement system can be switched into

measurement mode. The tablet then
shows live measurements of the system, as well as a live measurement
TWI, to ensure data trustworthiness.
5. The measured data of each campaign can then be viewed in the
browser again. The trust into integrity is thereby ensured by a signature chain.

85

USE CASE 13: TRUSTABLE WIRELESS IN-VEHICLE COMMUNICATION NETWORK

Key components

Simplified architecture

Technology Building Blocks that
are part of the demonstrator:

Fig. 1. The communication is
encrypted in every step: between
the sensor network, the handheld
and the server.

»» BB23.C: hardware support for
data signing and key storage.
»» BB23.N: software library for
secure data transmission and
hardware encryption support.
»» BB23.R: Trust Anchor for smart
sensor pairing, authentication
and signature management.

Fig. 2. Sensor node with cryptographic chips, NFC-label and mobile network antennas.
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Fig. 3. Overview of a wireless in-vehicle sensor network.

USE CASE 13: TRUSTABLE WIRELESS IN-VEHICLE COMMUNICATION NETWORK

Fig. 4. The web interface has
built in user management.

Fig. 5. An in-vehicle measurement
system can define different
measurement attributes.

Fig. 6. Projects can be created,
edited and reviewed.
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INTERFERENCE MANAGEMENT FOR IN-VEHICLE NETWORKS
RISE•(HH)•(AVL&VIF vehicles)
Graz, Austria

Key functionalities

Simplified architecture

The key function we want to demonstrate is the ability to adjust the
spectrum / channel usage for IEEE
802.15.4 TSCH, in order to improve
the performance of in-vehicle wireless communication in a robust way.

The key component of this demonstrator is the in-vehicle wireless sensor
network (WSN). This, in turn, consists
of the following sub-components:

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB25.H Dependable and resourceoptimised wireless technologies
for trustworthy WSNs.

1. Sensor/actuator motes – based on
OpenMote B hardware, which have
an IEEE 802.15.4 TSCH compatible
radio, and is fully supporting Contiki
NG (through work done in SCOTT).
These motes are battery operated.
»» One of the motes will have a potentiometer as a sensor.
»» One of the motes will act as an actuator (at this point it is not clear
that we can actuate something
on the car, like the windshield
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wipers, so our backup plan will be
to use a step motor with an indicator as an actuator).
»» The rest of the motes will use the
built-in temperature sensor, just to
sense something, and fill the application database with real data.
2. A WSN access point (AP), this is
just another OpenMote B, but
this mote is connected to a laptop
through a USB connection.
3. A bubble gateway (GW), that have
the following roles:
»» Act as the coordinator and manager of the in-vehicle network. This

USE CASE 13: TRUSTABLE WIRELESS IN-VEHICLE COMMUNICATION NETWORK

includes the optimization of the
spectrum used in the in-vehicle
network to avoid interference.
»» Act as an MQTT router to send
sensor data using MQTT towards
to application server, and at the
same time send local messages to
the correct handler.
»» Compose the demo information
and display that on a separate
screen that can be mounted on the
car during the demos.

Fig. 1: A schematic diagram showing the main hardware components for
the demonstration of Interference Management for In-Vehicle Networks.

4. A laptop that can inject WiFi interference into the in-vehicle network.
5. A phone with 4G connection to the
internet, relaying the sensor values
from the Bubble GW towards the
application servers.

Fig. 2: The in-vehicle network status display on top of the demo vehicle, during the demonstration of Interference Management for In-Vehicle Networks.
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DEMONSTRATOR MULTI BUBBLE MERGING
INTERFERENCE MANAGEMENT BETWEEN IN-VEHICLE NETWORKS
RISE•(HH)•(AVL&VIF vehicles)
Graz•Austria

Interference Management
Between In-Vehicle Networks
The key function we want to demonstrate, is the ability to synchronise
two in-vehicle networks with each
other, in order to remove interference and allow for the merging of two
in-vehicle networks both using IEEE
802.15.4 TSCH.
We will illustrate the synchronisation
using blinking lights on each of the
two in-vehicle networks. Before our
synchronization they will blink unevenly and out of synch, and when the
two vehicles comes together and synchronization have commenced, they
should blink to the same beat.
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Key components
Technology Building Blocks that are
part of the demonstrator:

This, in turn, consists of the following sub-components:

»» BB25.H Dependable and resourceoptimised wireless technologies
for trustworthy WSNs.

1. Sensor / actuator motes – based on
OpenMote B hardware, which has
an IEEE 802.15.4 TSCH compatible
radio, and is fully supporting Contiki
NG (through work done in SCOTT).
These motes are battery operated.

Simplified architecture
The key component of this demonstrator is the in-vehicle wireless
sensor network (WSN).
The same subcomponents will be
used as for the demonstrator "Wireless In-Vehicle Sensor Network".

»» One of the motes will now act as an
interference sensor.
»» One of the motes will act as an
actuator with slowly blinking light.
»» The rest of the motes
will be as before.

USE CASE 13: TRUSTABLE WIRELESS IN-VEHICLE COMMUNICATION NETWORK

2. A WSN access point (AP), bubble
gateway (GW), and connection to internet will be identical to the "Wireless In-Vehicle Sensor Network".

Simplified architecture

3. A laptop that can inject WiFi interference into the in-vehicle network, will NOT be used.
4. An additional in-vehicle network
will be constructed (and mounted
on a model car).

Mote

Mote
Mote
A schematic diagram showing the main hardware components
for the demonstration of Interference Management Between
In-Vehicle Networks.

Mote
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USE CASE 14: SECURE CAR ACCESS SOLUTIONSTRATOR
NXP AT•NXP NL
Gratkorn, Styria, Austria

General information
Car access applications evolved from
classical mechanical key solutions,
over remote systems, where the car
opens on button press on the key
fob, to so-called “hands-free” solutions. Such hands-free car access
systems allow an end user to unlock
the vehicle without pushing a button
on the fob or putting the key in the
mechanical lock of the vehicle. Such
hands-free access systems are really convenient for the user but also
more expensive compared to purely
remote and/or mechanical systems.
Hence, they are typically only available for high-class vehicles, and, natu-
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rally, these types of vehicles are also
more interesting to car theft.
Today’s (hands-free) car access
systems, are (too) often vulnerable against a so-called relay attack,
where two attackers are able to let a
emulation of a legitimate key fob appear close enough to a car to unlock
it and start its engine. In a nutshell,
the attackers establish an additional communication channel between
the key fob and the car and use this
tunnel to forward the challenge (sent
by the car) and the corresponding
correct response (from the fob). This

allows an attacker to perform a valid
authentication between fob and car
without knowing anything about the
secret keys involved.
In this use case, we make use of UWB
technology as additional security
layer. UWB allows to perform a very
accurate and unforgeable distance
estimation. Hence, by integrating
UWB in an existing car access system, the chance for running a successful relay attacks (and other related attacks) can be significantly
reduced making future car access
system far more secure.

USE CASE 14: SECURE CAR ACCESS SOLUTION

UWB DISTANCE BOUNDING TABLE-TOP DEMONSTRATOR
NXP AT•NXP NL
Gratkorn, Styria, Austria

Key functionalities
This table-top demonstrator focuses
on the UWB-based distance bounding functionality needed to detect/
measure whether or not the key fob
is close enough to the vehicle (i.e., for
unlocking the doors) or inside/outside
the car (i.e., for authorizing an engine
start), respectively. The demonstrator
setup employs a configurable number
(minimum two) UWB car-side anchors,
a central car-side control unit and a
key fob. The car-side system is interconnected by a CAN bus and constantly estimates the distance of the fob
to the car. The central node indicates
a close key fob using visual signals (i.e.,
color-coded LEDs), in case the key fob
is within the Thatcham zone (i.e., within 2 meters around the vehicle). Additionally, this demonstrator allows for
connecting a PC equipped with a CAN

Key components
interface, to plot more information
about distance of the key fob and other interesting parameters.

Simplified architecture

Fig. 1

Technology Building Blocks that are
part of the demonstrator:
»» UWB car-side anchors as well as
our key fob model making use of
BB25.B.

Fig. 2
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UWB FOR RELAY-STATION DEFENCE – VEHICLE DEMONSTRATOR
NXP AT•NXP NL
Gratkorn, Styria, Austria

Key functionalities

Simplified architecture

This is the Work Package “Secure
car access solution”. A test vehicle
equipped with a state-of-the-art
LF-RF car access system plus an additional UWB distance bounding
subsystem will be used to show a)
that today’s car access systems are
vulnerable to relay station attacks,
and b) that such attacks can be prevented by employing an UWB-based
distance bounding subsystem.

Key components
Technology Building Blocks that are
part of the demonstrator:
»» UWB car-side anchors as well as
our key fob model making use of
BB25.B.
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Fig. 1
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Fig. 2: LF Car Acces CAN netowrk with UWB nodes.

CAN + 12V supply

UWB Anchor 1

KeyFob

UWB Anchor 2

LF Tx + UHF Rx

LF Keyfob
LF 3D antenna
UWB

Transmitter / Receiver

+ Antenna

Fig. 3: LF Keyfob with UWB extension.
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Fig. 4: Flowchart of LF car access with UWB distance binding.
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Fig. 5

Fig. 6

Fig. 7
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USE CASE 15: VEHICLE-AS-A-SENSOR WITHIN
SMART INFRASTRUCTURE
GUT•Vemco•FEV•CISC•UiO•VIF
Entry gate and interim roads of GUT Campus in Gdansk, Poland
General information
The main work in the use case is
focused on development of comprehensive solutions related to vehicle-as-a-sensor within Smart infrastructure. It covers the following
aspects: vehicle-to infrastructure
communication, autonomous driving,
authentication and authorization of
vehicles and drivers.

Key functionalities
The Vehicle-as-a-sensor within Smart
Infrastructure is the main demonstrator in the work package 15. It
presents the benefits of ensuring
communication between cars and infrastructure for the safety and security of facilities, with special attention
to an industrial area. The first of the
key features demonstrated there is
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authentication and authorization of
both driver and vehicle at the facility
gate using a mobile app and V2X communications. Other features, which
are detection of speeding and detection of entering the forbidden area
within the facility, demonstrate how
data gathered from the car can be
used to increase the safety of both the
driver and the people around. The last
feature is providing the driver with
route guidance within the facility that
can dynamically react on changes, e.g.
the possibility of crossing roads with
a vehicle carrying hazardous material
or a train.

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB23.G: PHY Layer Security.
»» BB23.H: Real-time Configuration
of Secure Zones.
»» BB23.O Security Core: Identification, Authentication & Secure
Communication.
»» BB23.P: Spatial-based Authorization and Authorization.
» » BB23.R: Trust Anchor and Trust
Indicator for ES and smart sensors.
»» BB23.H: Real-time configuration of
secure zones.

Demonstrator
movie is available
at the SCOTT
youtube channel.

»» BB24.H: Distributed Cloud
Integration.

USE CASE 15: VEHICLE-AS-A-SENSOR WITHIN SMART INFRASTRUCTURE

Simplified architecture
Fig. 1: WP15 Vehicle as a Sensor within Smart Infrastructure.

Demonstrator overview (Screenshot from the movie)

Fig. 2: Test area.
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Fig. 3: Entrance gate at GUT campus.

Fig. 4: Authorization via QR code.
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Fig. 5: Speeding detection.

Fig. 6: Entering the forbidden zone.
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TRUST ANCHOR IN V2X COMMUNICATION
GUT•Vemco•FEV
Entry gate and interim roads of GUT Campus in Gdansk, Poland
Key functionalities
The Trust Anchor in V2X communication is a demonstrator that presents
the possibility of using the standard
messages exchanging between vehicle and infrastructure as an additional level of security based on the physical layer. The demonstrator relies
on determining the spatial location
of the car relative to the Road Side
Unit mounted at the entrance gate.
The position of the car is determined
in RSU as a direction of the incoming
signal from the vehicle. It is necessary to use a smart, reconfigurable
antenna – ESPAR, which allows to
remotely change the directional radiation beam. Thus, the antenna enables to increase connectivity in the
selected direction, as well as jamming
mitigation. Using a special algorithm
it is possible to estimate car position.
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Once the car is in the right spatial location, the driver is able to perform
success authorization and authentication before entering the facility. All
the above-mentioned functionalities
can be used as an additional level of
security, called Physical Layer Security, because they all based only on the
physical parameters of the signal, e.g.
signal strength.

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB23.G: PHY Layer Security.
»» BB23.P: Spatial-based Authorization and Authorization.

Fig. 1: ESPAR Antenna.

USE CASE 15: VEHICLE-AS-A-SENSOR WITHIN SMART INFRASTRUCTURE

Simplified architecture

Features:
1. Position estimation.
2. Improve connectivity.
3. Jamming mitigation.

Fig. 2
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Fig. 3: Demonstrator at the GUT campus, Poland.

Roadside unit
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V2X module
inside the car

USE CASE 15: VEHICLE-AS-A-SENSOR WITHIN SMART INFRASTRUCTURE

AUTHENTICATION AND PATH CONTROL
VIF•Vemco
Not yet possible to indicate. Most likely somewhere at the parking space of the seminar hotel. But
might also be directly at VIF

Key functionalities

Key components

Safety is a major concern for big factories. Autonomous cars can help to
reduce costs for driver training and
on top decrease risks of accidents.
Within this use case, we provide the
passenger with a tablet instead of a
traditional key. The tablet can unlock
the autonomous driving capability of
a prepared vehicle. When inside the
vehicle, the passenger uses the tablet
to scan a QR code from the infotainment display. The authentication is
then done via a server in the background. As soon as access is granted,
the passenger can start the autonomous Taxi. Upon arrival, the passenger simply gets out of the vehicle.

Technology Building Blocks that are
part of the demonstrator:

Simplified architecture

»» BB23.P: Spatial-based
authorization and authentication
for authorization and
authentication.
»» BB23.N: software library
for vehicle authentication
and integration.
»» BB23.R: trust and certificate
management.

https://www.youtube.com/watch?v=nWXJIaAEJ-A
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CONNECTED SERVICES (TRIGGERING PAYMENT)
CISC
Very versatile but currently at CISC Semiconductor Klagenfurt and Graz,
as well as Plug’n’Play Center in Sunnyvalle, US

Key functionalities
Connected Service enables local merchants, restaurants or events to connect with surrounding infrastructure
services (e.g. parking, charging) or
even with each other by integrating
COYERO services in their App or by
simply joining the Marketplace Portal. Through a digital wallet people
can access multiple services via a single mobile app and enjoy attractive
loyalty offerings with an easy service authorization process. COYERO
provides secure access and mobile
connectivity via NFC, RFID and/or
BLuethooh LE for seamless transactions across services in different
verticals like Mobility, Smart Cities,
Food and Beverage, Brand and Retail
as well as Travel and Hospitality.
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Key components
The user receives a permission for
entering a parking lot via phone or
in-vehicle gateway from the provided cloud-services. This permission
gets verified when the user is entering the parking space. Furthermore,
beneficial services such as coffee or
charging permissions are automatically triggered and stored in the wallet when starting the e.g. parking session. The payment for the different
services is triggered when the session ends. After closing the parking
session an invoice is sent to the user
and deposited in his activities. Complete authorization and payment scenarios in smart cities are covered and
managed with this novel approach.

Technology Building Blocks that are
part of the demonstrator:
»» BB23.O:Security Core:
Identification, Authentication
& Secure Communication.
»» BB 24.E: Cloud Computing
services for novel connected
mobility applications.
»» BB26.E: Interoperability
and secure cross-domain
application development.

USE CASE 15: VEHICLE-AS-A-SENSOR WITHIN SMART INFRASTRUCTURE

Simplified architecture
Fig. 1: The connected service concept enables city and infrastructure services to talk to each other.
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Fig. 2: The user gets a variety of different services in his area.

Fig. 4: The user needs to enter his
payment settings before
proceeding to the next step.

Fig. 3: The user can buy access for Parking Lot.

Fig. 5: When using the phone, the user can
trigger his access to the parking space.
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Fig. 7 After entering the parking space, the user automatically receives a voucher for a near restaurant or even for
the charging station nearby. The payment is triggered and processed via his user account and an invoice is send to
his account.
Fig. 6: The permission is
transfered and verified via BLE.
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USE CASE 16: SECURE WIRELESS AVIONICS INTRA
COMMUNICATIONS FOR SENSING AND ACTUATION
EMBRAER•ISEP•TUDELFT•VIF•GMV

General information
This use case aims to investigate the
emerging field of secure wireless
avionics intra-communications (WAICs). The use-case will provide a generic infrastructure emulating the
main characteristics of representative WAICs applications, such as Active Flow Control, Structural Health
Monitoring system, Air quality monitoring, passenger information systems, as well as their functional and
non-functional requirements. Hence,
the use-case will emulate a
dense network of sensor and
actuators, representative of
select system(s), connected among
themselves using a robust, dependable, and secure wireless network.
This wireless network will also connect with the other aircraft systems
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through an emulated on-board network based on AFDX technology by
means of a wireless/AFDX bridge.
Connection with Cloud servers for
interoperability with other external agents or bubbles will also be
addressed.

Fig. 1: UC overview.
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ACTIVE FLOW CONTROL FOR TURBULENCE TRACK
AND BOUNDARY DELAY
Embraer•ISEP•GMV
Distributed: Wind tunnel located in Porto. Internal aeronautics network located in Lisbon
Key functionalities

Key components

Sensors distributed over the wing of
the aircraft will track the formation
of turbulent flows. This information
will be used to activate a series of
actuators and actuation policies that
aim at delaying the boundary of turbulence formation. The information
has to be relayed from the sensors
to the internal aeronautic network
where actuation control policies are
hosted. Actuation policies are also
refined using cloud optimization algorithms. Several attack scenarios
have been incorporated into the use
case and several solutions at different levels have been proposed to investigate how much is necessary to
ensure that the aircraft infrastructure is safe from different types of
vulnerabilities.

Infrastructure design
This technology building block is used
to align the aeronautics architecture
with the SCOTT reference architecture. This alignment has a straightforward consequence: the analysis of
the hardware and software interfaces
of all the entities in the aeronautics
architecture. This also implies the
analysis protocols for communication, as well as interface vulnerability
testing/mitigation. This analysis will
provide us with an idea of the security
requirements across different layers
and different entities of the architecture. Each attack is modelled in the
architecture and therefore security
solutions can be designed according
to these models. Multi-metric, priva-

cy labels and security classes can be
introduced in the design.
Cross-domain
application development
This technical building block refers
to the ability of the on-board sensor
network to communicate with other networks or external users to the
aircraft. This is mainly used in our use
case for the connectivity between
ground operators and the fleet using
IoT technologies. The definition of
the protocols for actuation policies
and optimization across different
aircraft is under investigation. This
technical building block is closely
correlated to the definition of level 2
technology for the SCOTT reference
architecture. One of the main results
of this technical BB is the develop-
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Fig. 2: Wireless avionics higher layer aspects.
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ment of a WAICs server and application development framework that
inserts the concepts of security, privacy and trustiness of the project for
interoperability and cross-domain
development. The final product will
have the ability to interconnect bubbles of different domains considering
the diversity of security, privacy and
trustiness indicators into the design,
thus ensuring the design of trustable
systems of systems. A profile database and protocol adaption, routing
and semantics definition will be part
of this solution (see Figure 2).
Semantics interoperability
The building block will follow the
architecture for semantic interoperability of the project INTEROP.
This architecture defines three levels of algorithmic abstraction for
the SCOTT bubble. The ontology
solution is used for the interoperability between bubbles of different
domains. The architecture is used as
reference for security solutions at
the semantics level and cross-domain

application development. In the aeronautics use case we need to align
the architecture of this use case with
this semantics architecture and then
proceed to define the requirements
of semantics that the use case need
for interoperability with external
users, with other SCOTT bubbles, or
third party applications over the L2
technology of the project. In model
driven development, security, privacy and trustiness are considered as
non-functional requirements that
can have influence in the ontologies
and semantics of interoperability between entities or enterprises.
Non-functional requirements in the
INTEROP framework are displayed in
"Figure 2: Utilizable voltage and energy generated" on page 117.

Simplified architecture
The main physical entity of the
SCOTT AFC system is a regular array of wired sensors and actuators
also called patch. A possible configuration of this patch and an array of
patches are shown in Figure 1. The
patch can have hexagonal, rectangular or in general a polygonal shape,
depending on the needs of coverage
over the aircraft. The patch is mounted over the surface of the fuselage
and mainly the wings of the aircraft,
where turbulent flow is expected to
be formed, particularly at high vehicle speeds and high values of angle of
attack (AoA). We recall here that the
objective of the dense SAN (sensor
and actuator network) implemented by means of patches is to track
the formation of turbulent flow and
attempt to delay the separation of
the boundary layer using actuation
policies for different flight profiles
or moments of an aircraft mission.
All the sensors and actuators inside
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the patch are controlled by a master
unit, which is in charge of intra-patch
management, signal relaying, data aggregation, data fusion, compression,
and protocol conversion. The sensors
and actuators can be connected using
a real time technology that can have
several characteristics or topologies.
One potential configuration is using
a microprocessor board controlling
one subset of sensors and actuators
inside the patch. A network of microprocessors is deployed inside the
patch, with a real time transmission
technology such as CAN (Controller
Area Network) or ARINC 664. Intra-patch routing algorithms can be
implemented to allow the information of different sensors to be collected reliably and in real time by the
master unit.
Each patch in the network has a wireless transmission unit that is used to
communicate with a wireless gateway located conveniently in the aircraft to maximize coverage with a set
of distributed patches (see high level
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architecture displayed in figures below). The patch is the basic unit of the
proposed AFC system, as it provides
modularity, scalability, flexible implementation, as well as advanced management and troubleshooting.
The collected sensor information can be
used to enable actuation policies in close
loop operation at three different levels:
1. Directly at the sensor and actuator microprocessor control level to
deal with the fast (short term) and
spatially correlated variations of
the turbulent flow to be sensed.
2. At the level of the internal aeronautics network. A control unit for
the network of patches resides in
the internal control operation of
the aircraft. The decisions of the
medium-term turbulence statistics
are taken directly in this close loop
control unit on-board the aircraft.
3. All the relevant measurements for
different moments of an aircraft

mission are relayed from the aircraft to ground control. Ground
control contains a database of actuation policies that are optimized
over different types of aircraft at
different times of the year, routes
and weather conditions. This last
level of actuation control allows
operators to optimize routes, as
well as actuation policies based on
big data analytics that will become
more reliable over longer periods
of time and with more data of sensor and actuation policies.
The objective of use case "Secure
wireless avionics intra communications for sensing and actuation" is
to investigate the vulnerabilities and
potential security solutions for the
active flow control system, and based
on these results draw interesting
conclusions for the general case of
secure wireless avionics intra-communications. Attacks and vulnerabilities are being only considered in the
main AFC control loop. In the general
case, other attacks to the positioning
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system for planning the route of the aircraft,
the weather conditions reporting system via
VHF (Very high frequency) links, or the ADBS
(Automatic dependent surveillance-broadcast) or TCAS (Traffic Collision Avoidance)
systems for ground control and collision avoidance. The main architecture of the use case is
displayed in the figure below.

Fig. 4: General functional model view of UC "Secure wireless avionics intra communications for
sensing and actuation".

Fig. 3: The functionality models of the aeronautics architectures
are shown in the figures below.

Fig. 5: Detailed functional model view of UC "Secure wireless avionics intra communications for
sensing and actuation".
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PASSIVE SWITCH PASSENGER WARNING SYSTEM
TUD•VIF

Key functionalities
Using passive wireless switches, several objects inside the aircraft can be
enabled with a wireless transmitter
that is powered with a piezoelectric
material. Mechanical forces, such
as pushing or opening of seat belts
charge the transmitter that send a
pulse to a centre location. The location can process the information regarding passenger’s status or needs.
The system is 100 percent battery
free for the nodes and reliable for
non-critical avionics applications.

Key components
Passive switches technology
The module is presented in Fig 1.
The system consists mainly of a tra-
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nsducer converting mechanical energy into electric energy. The energy is
stored in a capacitor, that is used as
power bank. The produced energy
powers an RF transmitter, operating
at 2.4 GHz. The system
is small and lightweight,
costing around 10 euros, in its current form.
Various force-values
were used to actuate
the switch (2.7-3.9N)
and the corresponding
generated energy was
observed between 120210μJ at 2V. The maximum utilizable voltage
from a single actuation
was observed at 12.2V
for a duration of 3.26ms
(see Fig. 2).

Fig. 1: A photograph of the switch, the transducer, and
their powering circuit.
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Fig. 2: Utilizable voltage
and energy generated.

Simplified architecture
Passive switches

Fig. 3: Wireless passive switches are distributed in the
aircraft, transmitting information and sensor data to
the aircraft controller or other gateways.
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USE CASE17: SAFE FREIGHT AND TRAFFIC MANAGEMENT
IN INTERMODAL LOGISTIC HUBS
ACCIONA•INDRA•INTEGRASYS•TECNALIA

General information
The European railway market is currently undergoing
a gradual process of liberalization, which involves that
any railway company may be granted open access to the
railway infrastructure capacity. In this context, the optimization of the infrastructure capacity allocation is
a challenging issue for the emerging new ecosystem.
The Use Case 17 addresses this issue proposing a scenario for optimized logistic management in multimodal hubs,
more specifically, a shunting yard/depot. In this type of
infrastructures, the rolling stock is recombined in a vast
variety of dynamic train compositions, which are created
and set to travel daily.
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This process entails different risks (e.g. delayed cargo,
clogged tracks, etc.) that may lead to delays in the entry
of the train compositions to the main line for reaching the
targeted yard/depot. These delays can affect the capacity,
punctuality and efficiency of the rolling stock and of the infrastructure. The Use Case 17 aims to mitigate these risks
using a Real Time Management Network (RTMN).

USE CASE 17: SAFE FREIGHT AND TRAFFIC MANAGEMENT IN INTERMODAL LOGISTIC HUBS

REMOTE INTEGRATION TESTS
ACCIONA•INDRA•INTEGRASYS•TECNALIA

Key functionalities

Key components

Indra has developed an Integration
Lab at its own facilities, providing
each partner with certified credentials to ensure a safe connectivity between its devices and the laboratory.
The target of these Integration tests
are the following:

Technology Building Blocks that are
part of the demonstrator:

»» Ensure the connectivity conditions
between the devices and the chosen cloud solution.
»» Establish the messaging logic and
procedure: in order to fix the order
of emission and reception of the
different packages sent by the devices and services.

Simplified architecture

»» BB23.I: Reinforcement of safety in
critical areas of traffic infrastructures.
»» BB24.B: Addressing and Mobility
Management of Sensors/Actuators.
»» BB24.C: Application Layer Protocols and Cloud Architectures.
»» BB26.A: Autonomous
Network.

Wireless

»» BB23.L Routing and Scheduling Algorithms Based in Real-Time Wireless Sensor Network Data.
»» BB25.C Energy storage for WSNs.
»» B25.E Improved energy harvesting.

Fig. 1a: Integration Demonstrator architecture.
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Fig. 1b: Integration Demonstrator architecture.
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Fig. 2: Demonstration flow diagram.

This sketch shows the messaging logic fixed between
the partners. The packets will follow these three steps:

2. The different Sensor Networks send data to the Cloud
Services in order to compare them with the Plan.

1. The Traffic Management System sends the plan to
the Cloud Services. With this information, the system
knows exactly which train and cargo are expected to arrive or depart from the shunting yard.

3. The result of this comparison and analysis, from the
previous step, is sent to the Information System, which
will display it.
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OT CMW

OB CMW

Fig. 3: CMW — Integration.

Fig. 4: Bluetooth Sensor Nodes.
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Fig. 5: Harvesters (mounted and protoboard).
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Fig. 6: LoRa Sensor Nodes.

Fig. 7: Multi-modal Logistics application.

Fig. 8: Visualization of trains composition (planned and real) and container information.
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Fig. 9: Shunting Management System data ingestion.

Fig. 10: Information System appearance (showing
the train is shunted and
loaded for departure)
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USE CASE18: AUTONOMOUS WIRELESS NETWORK
FOR RAIL LOGISTICS AND MAINTENANCE
INDRA•CIT•IK4 TEKNIKER•ITI•JIG•KLAS TELECOM•MGEP SAGÖ•SIEMENS•TUD•UPM

General information
The current system for the rolling
stock management is based on the
human supervision, including the following procedures:
»» Wagon identification.
»» Confirmation when a composition is ready to depart.
»» Maintenance needs, based on
the manufacturer prescription.

These issues can be improved using sensors avoiding the human error and adding more efficiency, also
nowadays the data obtained are only
limited to the rail operator without
using any cloud solution, which could
reduce the expenses.
The developed system for the Use
Case 18 avoid the need of an opera-

tor for the identification and composition of the train, providing all the
information and management.
In addition, all these data will be available at the cloud for the logistic companies in order to track the cargo through
an app, which provides location and
current state, given from the wireless
sensors installed, in real time. With
these data, the plan can be performed
a supervised as well the maintenance
operations of the rolling stock.
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USE CASE 18: AUTONOMOUS WIRELESS NETWORK FOR RAIL LOGISTICS AND MAINTENANCE

AUTONOMOUS WIRELESS NETWORK FOR RAIL LOGISTICS
AND MAINTENANCE
INDRA•CIT•KLAS TELECOM• ITI• JIG• MGEP• SAGÖ• UPM

Demonstrator location

126

Key components

The scenario considered is Havelländische Eisenbahn
AG (HVLE), located near Berlin in Germany. The facilities of HVLE are divided in several areas, but for this
demonstrator the locations considered are indicated on
the table below.

Technology Building Blocks that are part
of the demonstrator:

In - Between — 20.000 metres
Location 2 — 6.000 metres

»» BB23.B "End-to-end assured QoE for
heterogeneous services traffic".

In-Between. It is corresponding to the piece of track located between the Elstal station and Location 2.

»» BB23.E "M2M safety critical and noncritical applications via Satcom".

Location 2. It is placed near to Spandau station and the
length is 6 kilometres. In order to perform the demonstrator, the movements will be done from Location 2A to
Location 2B approximately, which are indicated below.

»» BB23.J "Reliable Wireless Multi-hop Communications".

»» BB23.A "Dependable Wireless Sensor Network with
enhanced energy, robustness and QoS trade-off".

»» BB23.K "Reliable Wireless PHY and MAC".

»» Location 2A: 52°32'8.2"N, 13°11'22"E

»» BB24.E "Cloud computing services for novel
connected mobility applications".

»» Location 2B: 52°34'0.2.2"N, 13°11'30.2"E

»» BB25.D "Energy supply to On Track segment".

USE CASE 18: AUTONOMOUS WIRELESS NETWORK FOR RAIL LOGISTICS AND MAINTENANCE

»» BB26.A "Autonomous
Network".

Wireless

»» BB26.C "Uninterrupted network
interconnection for the WSN on
trains (smart routing)".

Simplified architecture
Fig. 1: A simplified structure for the UC18 demonstrator is shown in the figure below.

» » BB26.J "Ubiquitous IoT/M2M coverage and connectivity via satellite. Satellite technology resources
and cost optimization for M2M applications".

Location
The following figure
shows it the different locations that
are considered for
the use case demonstrator. The red lines
indicate the tracks on
Location 1 and Location 2, the blue one
links both locations,
which is name In-between, track.

Fig. 2: Locations Track and route between them on satellite picture of the area.
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USE CASE 18: AUTONOMOUS WIRELESS NETWORK FOR RAIL LOGISTICS AND MAINTENANCE

Rolling Stock
The rolling stock chosen for the
demonstrator is shown in the pictures
below. It is distinguished between the
traction and the wagons.

ent wagons required. One the one
hand, it is necessary a flat wagon (See
Figure 4) to install a cage with all the
equipment for the communications.

On the other hand, the wireless sensor network for the logistics and
maintenance will installed on two
types of wagons: White Hopper (See
Figure 5) and Super Self Discharging
Train (SSDT) (See Figure 6).

The locomotive V160 has been selected for the tests due to the bidirectional capabilities that are useful for
the Use Case "Smart Train Composition Coupling" demonstrator.
Concerning the composition for the
demonstrator, there are two differ-

Fig. 4: Flat Wagon
Fig. 6: SSDT Hopper Wagon.

Fig. 3: Locomotive V160.
Fig. 5: Faccns Hopper Wagon.
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USE CASE 18: AUTONOMOUS WIRELESS NETWORK FOR RAIL LOGISTICS AND MAINTENANCE

Wireless Sensor Network
For gathering logistics and maintenance information are three solutions
provided by INDRA (See Figure 7), ITI
(See Figure 8) and Siemens. An example of these sensors is shown in the
figure below.

The Use Case demonstrator also relies on sensors to report the distance
between nodes. This wireless sensors
are used for the integrity solution. In
the following figure is shown one of
these sensors.

Fig. 9: BB23.A nodes.

Fig. 8: ITI's sensors for logistics and maintenance.

Fig. 10: Sensor – Distance between nodes.

Fig. 7: Indra's sensors for logistics and maintenance

In addition, the Building Block 23.A
(Fig. 9) has developed wireless sensors nodes that have integrated all the
functionalities in a singles board (communication, processing, power supply,
sensing and security). This kind of sensors collects and report position data
as accelerometer, GNSS and RSSI.
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USE CASE 18: AUTONOMOUS WIRELESS NETWORK FOR RAIL LOGISTICS AND MAINTENANCE

Wireless Sensor Network Coordinator
The entity in charge of collect all the
information gathered by the sensors
and send it to the communication
middleware is the wireless sensor
network coordinator.
In the Figure 11 is shown the WSN
coordinator provided by ITI.

Communication MiddleWare
The hardware used for handle application messaging, formatting and
representation is shown in the figure
below.

Communication

used for the tests is shown in the
"Figure 10: Sensor – Distance between nodes".
»» 3G / 4G networks. CIT / KLAS provides the uplink to cloud services
via 3G and 4G networks. The platform used for the communications
is shown in the figure below.

Regarding the communications, the
following solutions have been developed to transmit the information
gathered.
V2X and I2I (commercial solution).
The V2X and I2I communications
have been tested before at Indra facilities in Madrid. The equipment
for the V2X and I2I communications
Fig.13: Hardware Platform (Klas Telecom).
Fig. 12: V2X / I2I radio equipment.

Fig. 11: Wireless Sensor
Network Coordinator.
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USE CASE 18: AUTONOMOUS WIRELESS NETWORK FOR RAIL LOGISTICS AND MAINTENANCE

End User Application
The data gathered and hosted on the
cloud platform is displayed into the
INDRA's dashboard and the end user
application.
The dashboard shows the relevant information in different kind of graphs
as in the following "Figure 14 INDRA
Dashboard".
Regarding the end user application, it
provides details about the incidents
of the trains in real time. The graphical interface of the Logistics and
Maintenance application is shown
in the "Figure 12 V2X / I2I radio
equipment".

Fig. 14: INDRA Dashboard.

Fig. 15: L&M App - Map View
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USE CASE19: SMART TRAIN COMPOSITION COUPLING
INDRA•AIT•ITI•MGEP•SIEMENS•UPM

General information
The currently coupling system available at the railway industry is based
on a mechanical and physical joint between two or more compositions. The
problem of this system is the need of
time without operation for the works
and the slow manoeuvres, with On
Track operator in some cases to assist the operation. The consequences
of these disadvantages are the inefficient of the rolling stock services, due
to the need of facilities such a station
or shunting yard for the movement,
and less workers safety.
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The virtual coupling developed in the
Use Case 19 ensures a safety manoeuvre avoiding the physical joint
between the trains but with one of
the train assuming the control of
both compositions, without the need
of the operators between both compositions and the possible risks of the
manoeuvres. In addition, the virtual
coupling phase can be deployed when
both compositions are in movement,
using part of the route for the coupling with a normal operating speed.

With this system, which use the
wireless communications between
trains for the manoeuvres, the need
of a specified facility for the joining is
suppressed and also the time penalty
of the slow manoeuvres.

USE CASE 19: SMART TRAIN COMPOSITION COUPLING

Demonstrator location
The scenario considered is Havelländische Eisenbahn AG (HVLE), located near Berlin in Germany. For this
scenario, it will be used the location
known as "Location 1".
The location 1 is placed near to Elstal
station and the length is 3 kilometres.
The movements will be carried out
from Location 1A to Location 1B approximately, which are indicated below.

Key functionalities
The "Smart Train Composition Coupling" demonstrator aims to evaluate
the properly management and control of multiple compositions via remote control form only one of them.
The key functionalities of the demonstrator includes:
»» Collect and report positioning information from the wireless sensor
network:

Location 1A:
52°32'51.83"N, 12°59'14.92"E

»» Speed that represents the current
speed reported by the GPS.

Location 1B:
52°32'43.00"N; 13° 1'54.73"E

»» GPS location that represents the
current GPS position of the train.

Collect and report proximity information from the wireless sensor
network:
»» Distance:
»» Secure wireless communications
Vehicle-to-Vehicle (V2V).
»» Handle safety decisions and procedures for the coupling and uncoupling manoeuvres.
»» Monitor and establish communication between the train composition
and the train driver.

»» Kilometre Point (KP) that indicates
the current KP in which the train is
at the moment.
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USE CASE 19: SMART TRAIN COMPOSITION COUPLING

Key components

Simplified architecture

Technology Building Blocks that are
part of the demonstrator:

A simplified structure for the UC19 demonstrator is shown in the figure below.

»» BB23.A "Dependable Wireless Sensor Network with enhanced energy,
robustness and QoS trade-off".
»» BB23.J "Reliable Wireless
Multi-hop Communications".
»» BB23.K "Reliable Wireless
PHY and MAC".

Fig. 1

Location
The following figure shows the different locations that are considered for the
Use Case 18, Use Case19 and Use Case 20 demonstrators. Although, for this
demonstrator is only considered from the location 1A to location 1B.

»» BB23.Q "Towards a Safe
Virtual Coupling".
Fig. 2: Locations Track and route between them on satellite picture of the area.

»» BB26.A "Autonomous
Wireless Network".
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USE CASE 19: SMART TRAIN COMPOSITION COUPLING

Rolling Stock
The rolling stock chosen for the
demonstrator is shown in the pictures
below. It is distinguished between the
traction and the wagons.

On the other hand, the wireless sensor networks will installed on two
types of wagons: White Hopper (See
Figure 4) and Super Self Discharging
Train (SSDT) (See Figure 6).

The properly operation of the Lidar
for the virtual coupling manoeuvres
is explained in a video that is available at the AVL platform.

Fig. 5: Faccns Hopper Wagon.

In addition, in each wagon will installed wireless sensor nodes (See
Figure 8: BB23.A node) for collect information about the position.

Fig. 3: Locomotive V160.

Concerning the composition for the
demonstrator, there are two different wagons required. One the one
hand, it is necessary a flat wagon (See
Figure 4) to install a cage with all the
equipment for the communications.
Fig. 4: Flat Wagon.

Fig. 7: Lidar Node.

Fig. 6: SSDT Hopper Wagon.

Wireless Sensor Network
In order to calculate the distance between trains, the LIDAR technology
has been developed. The sensor is
shown in the figure below.
Fig. 8: BB23.A node.
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USE CASE 19: SMART TRAIN COMPOSITION COUPLING

Communication MiddleWare

Communications

The hardware used for handle application messaging, formatting and
representation is shown in the figure
below. In order to perform the coupling manoeuvre, each train has to
be equipped with one communication
middleware.

For the wireless communications between trains (V2V), there have been
developed two solutions. On the one
hand, is the commercial solution that
has been tested before at Indra facilities in Madrid.

Fig. 9: CMW hardware.

Fig. 11: Cohda MK5 OBU equipment.
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On the other hand, is the solution
performed within TBB23.K "Reliable
Wireless PHY and MAC" in order to
enhance the reliability of the wireless
connectivity in railway scenarios.

Fig.10: V2V test laboratory.

USE CASE 20: ASE TRUSTABLE WARNING SYSTEM
FOR CRITICAL AREAS
INDRA•AIT• ITI• JIG• MGEP• SIEMENS•UPM
Növog• HVLE, Germany
General information
Over the last years, the number of
accidents along the European railway lines are increased due to safety
deficiencies. A high number of these
incidents are focused on the level
crossing and working areas, which
are classified as critical scenarios.

one. As a last purpose, the developments of the Use Case 20 are an alternative
to the current wired technologies since the communications between the track
and the train are wireless.

In order to enhance the security and
safety in the railway domain, the Use
Case 20 is focused on develop a wireless Trustable Warning System for
critical areas (TWS). The system performed will be able to detect possible
obstacles, which are on or near the
track. Furthermore, the system will
broadcast the relevant warning information to the vehicles in the vicinity
and the train, in case of an emergency manoeuvre is required by the last
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USE CASE 20: TRUSTABLE WARNING SYSTEM FOR CRITICAL AREAS

TRUSTABLE WARNING SYSTEM
INDRA•ITI• JIG• MGEP• UPM
Növog• HVLE, Germany

Demonstrator location

Key functionalities

The scenario considered is Havelländische Eisenbahn AG (HVLE), located
near Berlin in Germany. For this scenario, the location known as "Location 2" will be used.

The "Trustable Warning System"
demonstrator aims to evaluate the
properly operation of the safety system developed within the Use Case
20. The key functionalities of the
demonstrator includes:

The location 2 is placed near to Spandau station and the length is 6 kilometres. The movements for the Use
Case 20 demonstrator will be carried
out from Location 2A to Location 2B
approximately, which are indicated
below.

»» Collect and report obstacle information from the wireless sensor
network at the critical area:

»» Processing and display real-time
information of the priority data in
the information system.

Key components
Technology Building Blocks that are
part of the demonstrator:
»» BB23.A "Dependable Wireless Sensor Network with enhanced energy,
robustness and QoS trade-off".

»» Weight data
»» Volume data

»» BB23.I "Safety for critical traffic infrastructure".

»» GNSS
Location 2A:
52°32'8.2"N, 13°11'22"E
Location 2B:
52°34'02.2"N, 13°11'30.2"E
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»» Velocity
»» Secure wireless communications
Vehicle-to-everything (V2X).
»» Handle safety decisions and procedures for establish the priority at
critical areas.

»» BB23.J "Reliable Wireless Multi-hop Communications".
»» BB23.K "Reliable Wireless PHY
and MAC".
»» BB26.A "Autonomous
Network".

Wireless

USE CASE 20: TRUSTABLE WARNING SYSTEM FOR CRITICAL AREAS

Simplified architecture
A simplified structure for the Use Case 20 demonstrator is shown in the figure below.
Fig. 1.

Fig. 2: Locations Track and route between them on satellite picture of the area.

Location
The following figure shows the location 2 that is considered for the Use
Case 20 demonstrator. The red lines
indicate the tracks on Location 1 (used
for the Use Case 19) and Location
2, the blue one links both locations,
which is name In-between, track.
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USE CASE 20: TRUSTABLE WARNING SYSTEM FOR CRITICAL AREAS

Rolling Stock

Wireless Sensor Network

The rolling stock chosen for the
demonstrator is shown in the pictures
below. It is distinguished between the
traction and the wagons.

For gathering obstacle information at
the critical zone, the Lidar and Radar
technologies are used. The figure below shows the hardware of the radar
and lidar.

The locomotive V160 has been selected for the tests due to the bidirectional capabilities that are useful for
the Use Case 19 " Smart train composition coupling" demonstrator.
Fig. 3: Locomotive V160.

Fig. 4: Flat Wagon.

equipment for the communications.
On the other hand, the wireless sensor networks will installed on two
types of wagons: White Hopper (See
Figure 5) and Super Self Discharging
Train (SSDT) (See Figure 6)

Fig. 7a: Lidar.

Fig. 5: Faccns Hopper Wagon.

Concerning the composition for the
demonstrator, there are two different wagons required. One the one
hand, it is necessary a flat wagon (See
Figure 4) to install a cage with all the
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Fig. 6: SSDT Hopper Wagon.

In addition, in each wagon will installed wireless sensor nodes (See
Figure 8) for collect information
about the position.

USE CASE 20: TRUSTABLE WARNING SYSTEM FOR CRITICAL AREAS

Communication MiddleWare
The hardware used for handle application messaging, formatting and
representation is shown in the figure
below. The hardware of the communication middleware, which is shown
in the following figure, is used both
for on board and for on track.

Fig. 10: V2X / I2I radio equipment.

In addition, the Building Block 23.K
"Reliable Wireless PHY and MAC"
has performed a solution to enhance
the reliability of the wireless connectivity in railway scenarios (V2X communications). In the following figure
is shown the equipment used for the
V2X communications.

Fig. 7b: Radar.

Fig. 9: CMW hardware.

Communications

Fig. 8: BB23.A nodes.

Regarding the communications, it
will be test the V2X, which have been
tested before at Indra facilities in
Madrid. The equipment for the V2X
communications used for the tests is
shown in the Figure 10.

Fig. 11: Cohda MK5 OBU equipment.
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USE CASE 21: ASSISTED LIVING AND COMMUNITY CARE
PRE•TUE•GUT• TELLU•VEMCO •XETAL
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General information

List of available demonstrators

Given that the share of elderly people
in Europe continues to increase there
will be a growing need for smart and
secure monitoring systems in order
to provide high quality elderly care
without increasing costs by an effective use of caregiver resources.
The Assisted Living and Community
Care system provides an integrated
solution for monitoring patients or
elderly, signalling alarms to available
caregivers and allowing them to enter the house or apartment for giving
care when needed.

For ALCCS two demonstrators have
been realized:
»» An integrated ALCCS for elderly
monitoring and caregiver notification in case of emergency events.
This demonstrator also supports a
glucose monitoring system for diabetes patients.
»» A pilot implementation for evaluation of proposed scenario for indoor
tracking of patients and equipment.
After successful evaluation and re-

quirements analysis the scenario
can be deployed in the emergency
department of a hospital emergency department which is planned after the project.
Each of these is described in more details in the subsections below.

USE CASE 21: ASSISTED LIVING AND COMMUNITY CARE

ASSISTED LIVING AND COMMUNITY CARE SYSTEM
Philips Research Eindhoven (PRE)•Technical University Eindhoven (TU/e)
Gdansk University of Technology (GUT)• Tellu•Vemco •Xetal

Key functionalities

General information
An integrated ALCCS demonstrator
for elderly monitoring and caregiver notification in case of emergency
events was build and tested by the
partners as listed in section 2. Careful
considerations have been made with
respect to architecture, technologies
and standards to provide a demonstrator that is expected to be secure,
trustable, expandable and can easily
be setup.

Assisted Living and Community
Care System
The Assisted Living and Community
Care System (ALCCS) demonstrator
system consists of:
»» Various sensors for i.e. fall detection,
positioning, diabetes monitoring.

»» A reasoning engine for trustable
detection of alarm conditions.
»» Caregiver selection logic to find
and notify a suitable and nearby
caregiver.
»» A mobile App for caregivers for receiving notification(s) and guidance
to the location.
»» An electronic door lock that can
be temporarily unlocked by the involved caregiver.

Demonstrator location
The ALCCS demonstrator is installed
in a room at the Technical University in Eindhoven (TU/e), MetaForum
building, Floor 6, Room 106.

Key functionalities of the demonstrator include:
»» Presence, fall-detection and
localization.
»» Non-intrusive glucose detection
for diabetes patients (optional).
»» Edge processing and storage of privacy sensitive monitoring data.
»» Smart context-based detection
of events that require
caregiver interaction.
»» Smart attribute-based selection of
nearby, available and authorized
caregiver(s).
»» Physical (temporary) Access control for a selected caregiver.
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USE CASE 21: ASSISTED LIVING AND COMMUNITY CARE

Key components

Simplified architecture

Technology Building Blocks that are
part of the demonstrator:

The diagram below shows a simplified architecture of the demonstrator.

»» Core (part of the ALCCS
demonstrator):
»» BB23.P Spatial-based Authorization and Authentication (GUT and
Vemco).
»» BB24.G Mobile Edge Computing
(Vemco).
Fig. 1

»» BB24.I Semantic Attribute Based
Access Control (UiO).

The pictures below shows the ALCCS demonstrator room and prototypes of
the sensors involved:

»» Extended (related to, but not part
of the ALCCS demonstrator):
»» BB24.L Network Slicing (Telenor).
»» BB26.G Privacy Labels (A-F) (UiO).
»» BB23.O Security Core (Nokia).

144

Fig. 2: Installation work in
the demonstration room
by TU/e, PRE, Vemco,
GUT, Xetal and Philips.

USE CASE 21: ASSISTED LIVING AND COMMUNITY CARE

Fig. 4: A productized version of the Xetal / Yugen ceiling sensor.

Fig. 3: Demo room ceiling with the Xetal sensor (forward facing), GUT’s MPS ESPAR unit (backward facing)
mounted together on SCOTT ceiling panel and MPS
calibration sensor (blue in right corner).

Fig. 5: MPS Gateway with ESPAR antenna inside.
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USE CASE 21: ASSISTED LIVING AND COMMUNITY CARE

Fig. 6: Screenshot of demo App for wearable device registration.

Live-recorded demonstration movies of the ALCCS
are available at the SCOTT YouTube channel: https://
www.youtube.com/channel/UC8MfGTuS5W_HKbEtPo-8EA. A demo of the Xetal-Yugen sensor
operation is available at https://www.youtube.com/
watch?v=5rNn8zA25Dk.
Scan codes for video links.
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Fig. 7: Screenshots from the Diabetes Glucose monitor App.

USE CASE 21: ASSISTED LIVING AND COMMUNITY CARE

EMERGENCY DEPARTMENT EQUIPMENT AND PATIENT TRACKING
Gdansk University of Technology (GUT)

Demonstrator location
The Emergency Department Equipment and Patient Tracking demonstrator is installed in a building of
Faculty of Electronics, Telecommunications, and Informatics of the
Gdansk University of Technology
(Gdansk, Poland). This demonstrator
will be used to evaluate the solution
before deploying it in the emergency
department which is planned after
the project.

Key functionalities

Key components

The Emergency Department Equipment and Patient Tracking demonstrator is a result of cooperation
between GUT and Copernicus, a
hospital network in northern Poland,
that has been established during the
course of the project. It presents the
application of the Multimodal Positioning System to solve the problem
of finding medical equipment like
wheelchairs or ultrasound scanners in the Emergency Department.
Moreover, it presents a solution for
notifying the hospital staff about the
unexpected behaviour of patients
with dementia to protect them from
getting lost in the hospital or even
leaving it.

Technology Building Blocks that are
part of the demonstrator:
»» Core (part of the ALCCS
demonstrator):
»» BB23.P Spatial-based Authorization and Authentication (GUT).
»» Extended (related to, but not part
of the ALCCS demonstrator):
»» BB26.G Privacy Labels (A-F) (UiO).
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USE CASE 21: ASSISTED LIVING AND COMMUNITY CARE

Simplified architecture
Fig. 1

3

2

1

1 – Patients with dementia monitoring | 2 – Critical staff finding | 3 – Medical equipment tracking

148

USE CASE 21: ASSISTED LIVING AND COMMUNITY CARE

Fig. 2: GUT visiting the hospital
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